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5 ERESUI

WEEENRE s E=SHR :

SOKES EEs0E
EITHE, BEEERE LREIET T AESIIEER
& THEFEERAES, BE1Ea, ALsT MENSST:
unzip aliyun_iot_device_quickstart.zip =tz

rzﬁ: HEACTE, HUTEE, AT FEARST I

[ startbat =5

= EOEAEE. TERETHERENAGEE (: Hesesiant HR2E, ZdEs: {Status™"1""Data™"Hello, World'})

HEHS - LREEE =T

=

ERaE

EE SEhk
\—s— o
6. E1TiEF
Py b=] —+
6.1 E4EERERINMED
» WEEE o B+ SRR o alijun ot devies quickstart o aliyun_iot device quickstart
Eeirs i 2= 3.
3 jar
= DS Store axm
&I device_id pascwordijson O file | KB
o HellaWorldJava TR FKE
# | startisat 2019/8431 14 Wirdows SHEH i}
_| startah 2015531 14:34 SH | KB
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6.2 CMD 1=17 start.bat

B C:\Windows\System32\cmd.exe - start.bat

! null

! nnll

6.3 MRFTBHERTRVEEY B, TLIEMEERTR jar BEINEERFT, &£
IDE i THEATHEERY =

REmARITLUSE


https://help.aliyun.com/document_detail/42648.html?spm=a2c4e.11153940.0.0.6e6f3a50jQik6o
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| B mEar= Xk ThasEE (i)

BT MR YETE TSRS TN, FAESREZIZLREIERE,
EMERFat, EXWMRAIENmEE. STRIEEXE, RARBEmMEMIZ
FEmAUIREE , MIRRBERT mEM A, B4, STLAXIIMBMIBLARSS . MIRE
FremllpesRBin =25 BH. IRS. MBS, EXTXZ=2I08E, B 7¥&
BINE

InaEssRy B
—RA TN EETIAVRE, IHRERINRSFMENNERTEEES.,
B (Property)

[RMESZRF GET #1 SET iEKA R . MARSR T KL BIHEANZEFIREIBK,
REUWIBBAIENESE, TREBASHNALSH ., BTFEL,
RESTBE—FECKMEELMNSEEE, WHTEIUTENES.
REZITHNES . FH—RESFTERIMNEBRIAFLIEBENESR, I8
=4 (Event) | ZMELSH. O, EIESTRNES, & RERENERSENNEES,
EHTLARIT TR .

RS (Service)

B REWHIULRBUHSENS: cindURRERRIXREREMBBRS
AIE< .

Step By Step
1. FERYEE model.json( &= productKey SNEIT )

"schema":"https://iotx-tsl.oss-ap-southeast-1.aliyuncs.com/schema.json",
"profile": {
"productKey" : "algLU***x %"
"properties": [
{
"identifier":"Temperature",
"name":" JRE ",

"accessMode":"rw",
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ndesc": " B TIEEE ",
"required":false,
"dataType" : {
"type":"float",
"specs" : {
Mgl g 1=5350 ,
"max":"200",
Tigrfe g 146G 10,
"step":"0.1"

1,
"events": [
{
"identifier":"post",
||name n . ||post|| ,
"type":"info",
"required":true,
ndesc": " BIELIR ",
"method":"thing.event.property.post",
"outputData": [
{
"identifier":"Temperature",
"name" : " 5&; n ,
"dataType" : {
l|typel| B l|floatl| ,
"specs": {
“min“ .n_ggn ,
"max":"200" ,
"ynit": ||°C ",
“Step“ B l|0 . 1l|

"identifier":"eventl",

"name":" FEEH ",

"type":"info",

"required":false,
"method":"thing.event.eventl.post",
"outputData": [

{

"identifier":"eventl",
"name" : " %»ﬁ;%i)’z 1,
"dataType" : {

l|typel| B ||int|| ,
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"specs" : {
||min|| B n 1 n ,
||maxl| B ||100||!

n step n.ngn

1,
"services": [
"identifier":"set",
l|name n B “Set“ ,
"required":true,
"callType":"async",
ndesc":" BIHIRE ",
"method":"thing.service.property.set",
"inputData": [

"identifier":"Temperature",

"name": " R "
"dataType" : {
"type":"float",
"specs" : {
"min":"-55",

"max":"200",
nynit".neC ,
"step":"0.1"

15
"outputData": [

"identifier":"get",
"name":"get",
"required":true,
"callType":"async",
"desc": " BMIREL ",
"method":"thing.service.property.get",
"inputData": [
"Temperature"
[
"outputData": [

{

<

11
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"identifier":"Temperature",
"name" : " 55'1; "
"dataType" : {
||type|| : ||float|| ,
"specs" : {
"min":"-55",
“maX“ B ||200|| ,
"unit": ||°C ",
“Step“ B I|O . 1||

"identifier":"addFuctionServiceAsync",
"name": " FHIERS ",
"required":false,
"callType":"async",
"method":"thing.service.addFuctionServiceAsync",
"inputData": [
{
"identifier":"add1",
"name": " 0% 1",
"dataType" : {
"type":"int",
"specs": {
"min":"1",
"max":"100",

"step":" in

"identifier":"add2",
"name" : " j]l]é’)/( o,
"dataType" : {
l|typel| B l|intl| ,
"specs": {
“min“ snmn ,
||max|| . ||100|| ,
"Step" B ||1||

1,
"outputData": [

{

"identifier":"result",
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"name" : " %% ",
"dataType" : {
“type“ . “int“ ,
"specs": {
"min":"1" ,
"max":"200",

" step n.ngn

"identifier":"addFuctionServiceSync",
"name" : " JIERRS v,
"required":false,
"callType":"sync",
"desc":" EHINEE ",
"method":"thing.service.addFuctionServiceSync",
"inputData": [
{
"identifier":"add2",
"name" : " JIE 2",
"dataType" : {
"type":"int",
"specs": {
Mgl g WAL T
"max":"100",

"step":"1"

"identifier":"add1l",
"name" : " j]l]é')’z 1,
"dataType" : {
"type":"int",
"specs": {
"min" snn ,
"max":"100",

"step":"1"

15
"outputData": [

{

"identifier":"result",
"name" : " H—%ﬁ%% ",
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"dataType" : {
"type":"int",
"specs": {

"min":"1n,
"max":"200",
"step":"1"
1
1

2. ®E&ix Code Sample( EFFR Java MQTT Client)

import com.alibaba.fastjson.JSONObject;

import com.alibaba.taro.AliyunIoTSignUtil;

import org.eclipse.paho.client.mgttv3.*;

import org.eclipse.paho.client.mgttv3.persist.MemoryPersistence;

import java.util.HashMap;
import java.util.Map;

public class IoTThingTest {

public static String productKey = "alqLU****xxn .

public static String deviceName = "devicel";
public static String deviceSecret = "cA9wzIM6DLL2QI6DgAaSO0FPg*****kkx 1,
public static String regionId = "cn-shanghai";

// PR - B ER topic

private static String pubTopic = "/sys/" + productKey + "/" + deviceName
+ "/thing/event/property/post";

// EE - B topic

private static String subTopic = "/sys/" + productKey + "/" + deviceName
+ "/thing/event/property/post reply";

// PR - EE FIR topic

private static String eventPubTopic = "/sys/" + productKey + "/" +
deviceName + "/thing/event/eventl/post";

/] PHEEL - B EIRIN topic
private static String eventSubTopic = "/sys/" + productKey + "/" +
deviceName + "/thing/event/eventl/post reply";

private static MgttClient mgttClient;
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public static void main(String [] args) {

// 461k Client

initAliyunIoTClient () ;

try {
mgttClient.subscribe (subTopic); // 1J[% Topic
mgttClient.subscribe (eventSubTopic) ;

} catch (MgttException e) {
System.out.println("error:" + e.getMessage());
e.printStackTrace () ;

// REVFH K
mgttClient.setCallback (new MgttCallback () {
@Override
public void connectionLost (Throwable throwable) {
System.out.println("connection Lost");

}

@Override
public void messageArrived(String s, MgttMessage mgttMessage)
throws Exception {
System.out.println("Sub message") ;
System.out.println("Topic : " + s);
System.out.println(new String (mgttMessage.getPayload())); //
FTENEH B B payLoad

// BREVEALE
if (s.contains("Async") || s.contains("rrpc"))
String content = new String((byte[]) mgttMessage.
getPayload()) ;
System.out.println (" fREIEK Topic: " + s);
System.out.println (" BREIES: " + content);

JSONObject request = JSONObject.parseObject (content) ;
JSONObject params = request.getJSONObject ("params") ;
if (!params.containsKey("add1i")) { // BEAS
System.out.println (" AEESE add1") ;
return;
}
Integer inputl = params.getInteger("addl"); // 3KBAZ
Integer input2 = params.getInteger ("add2"); // HKEAS
JSONObject response = new JSONObject () ;
JSONObject data = new JSONObject () ;
data.put ("result", inputl + input2);
response.put ("id", request.get("id"));
response.put ("code", 200) ;
response.put ("data", data);
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String responseTopic = s;

/] RSN

if (s.contains("rrpc")) {

// BEREFAWN Topic

responseTopic = s.replace("request", "response");
} else {

// BEREEHMAN Topic
responseTopic = responseTopic + " reply";
}
MgttMessage messagel = new MgttMessage (response.
toString() .getBytes ("utf-8"));
System.out.println("responseTopic: " + responseTopic);
mgttClient.publish (responseTopic, messagel);

@Override
public void deliveryComplete (IMgttDeliveryToken
iMgttDeliveryToken) {

b

/] BitER
postDeviceProperties() ;
/] EHLR

postDeviceEvent () ;

/**
* W61k Client W&
2

private static void initAliyunIoTClient () {

try {

/] MEEETENSH

String clientId = "java" + System.currentTimeMillis();

Map<String, String> params = new HashMap<>(16) ;

params.put ("productKey", productKey) ;

params.put ("deviceName", deviceName) ;

params.put ("clientId", clientId);

String timestamp = String.valueOf (System.currentTimeMillis());

params.put ("timestamp", timestamp) ;

// cn-shanghai

String targetServer = "tcp://" + productKey + ".iot-as-
mgtt."+regionId+".aliyuncs.com:1883";

String mgttclientId = clientId +
"| securemode=3, signmethod=hmacshal, timestamp=" + timestamp + “|“;
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String mgttUsername = deviceName + "&" + productKey;
String mgttPassword = AliyunIoTSignUtil.sign (params,
deviceSecret, "hmacshal");

connectMgtt (targetServer, mgttclientId, mgttUsername,
mgttPassword) ;

} catch (Exception e) {
System.out.println("initAliyunIoTClient error " +
e.getMessage()) ;

}

public static void connectMgtt (String url, String clientId, String
mgttUsername, String mgttPassword) throws Exception {

MemoryPersistence persistence = new MemoryPersistence() ;
mgttClient = new MgttClient (url, clientId, persistence);
MgttConnectOptions connOpts = new MgttConnectOptions();
// MQTT 3.1.1
connOpts.setMgttVersion (4) ;
connOpts.setAutomaticReconnect (false) ;
connOpts.setConnectionTimeout (10) ;

// connOpts.setCleanSession (true) ;
connOpts.setCleanSession(false) ;

connOpts.setUserName (mgttUsername) ;
connOpts. setPassword (mgttPassword. toCharArray()) ;
connOpts.setKeepAliveInterval (60) ;

mgttClient.connect (connOpts) ;

/**
* B LR
=

private static void postDeviceEvent () {

try {
/] ERERE
/] BRM PEE - B LR payload
System.out.println (" E4 LR ") ;
String payloaddson = "{\"params\":{\"eventl\":23}}";
MgttMessage message = new MgttMessage (payloaddson.

getBytes ("utf-8"));

message.setQos (1) ;
mgttClient.publish (eventPubTopic, message) ;

} catch (Exception e) {
System.out.println(e.getMessage()) ;

<

17
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}

/**
* SLIREM
=

private static void postDeviceProperties () {

try {
/] EREE
// SRR PR - B4 ER payload
System.out.println (" LIRBMME ") ;
String payloaddson = "{\"params\":{\"Temperature\":13}}";
MgttMessage message = new MgttMessage (payloaddson.

getBytes ("utf-8")) ;

message.setQos (1) ;
mgttClient.publish (pubTopic, message) ;

} catch (Exception e) {
System.out.println(e.getMessage()) ;

}

&R, EFTFE JAVAMQTT Client IEEIIE= loT

3. BIREEERENSFHLIRER

3.1 IRS®ER
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weEn wamn



https://yq.aliyun.com/articles/719051
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3.2 R&iw reply B8R

tHREME

SR

Sub message

Topic : /sys/algLU*****x/devicel/thing/event/property/post reply
{"code":200,"data":{},"id":"null", "message": "success", "method": "thing.event.
property.post", "version":"1.0"}

Sub message

Topic : /sys/algLU******/devicel/thing/event/eventl/post reply

{"code":200, "data":{},"id":"null", "message": "success", "method": "thing.event.
eventl.post","version":"l.O"}

4.1 i%8A

Bid InvokeThingService 8 InvokeThingsService EOEARBRS, YERF
BXARLHATMTEXER, REURXARLSHNREIER, W, RSEFEAR
SEBAI, YN FEEITRLIIRENR Topic, S EAMNEGER, TTLUERIL
WS | EHERETIAREL, W] LASEFRRRSS imiT FH3RE .

4.2 Open APl InvokeThingService

InvokeThingService T R pERkl
Bl AP TR P —
BT URL
Regionid

b

SER) (E38) o

* Args

{"add 12, "add'- 1} -]

Iotinsanoald

stId": "TO4ICCTF-02SE-A120 -A2409- PBAAISG2CDEE",

= Ide=itifier
essageld™: "2015462046"
addFuctionServicatsyry o 1

Iotd 1

Prodoctiey

YR

L]

s


https://help.aliyun.com/document_detail/69584.html?spm=a2c6h.12873639.0.0.620a4cce4YN12X#doc-api-Iot-InvokeThingService
https://help.aliyun.com/document_detail/96242.html?spm=a2c6h.12873639.0.0.620a4cce4AO6HX#doc-api-Iot-InvokeThingsService
https://yq.aliyun.com/articles/744077
https://yq.aliyun.com/articles/744077
https://api.aliyun.com/?spm=a2c6h.12873639.0.0.620a4ccerHhTDj#/?product=Iot&version=2018-01-20&api=InvokeThingService&params=
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43 REBmWAEK

Sub message
Topic : /sys/alqLU***x**x/devicel/thing/service/addFuctionServiceAsync
{"method": "thing.service.
addFuctionServiceAsync“,“idﬁ:“2015524670","params":{"add2":2,“addl“:2},“version“:“1.0.0“}
£1EK Topic: /sys/ald] evicel/thing/service/a ctionServiceAsync
BREIEK T /Sys/algLux*****/d 1/thing/ /addFuctions eAS
Zfa~: {"method":"thing.service.
HEXTKA " hod": "thi g g
addFuctionServiceAsync","id":"2015524670","params":{"add2":2,“addl“:z},"Version":"l.O.O"}
responseTopic: /sys/algLU******/devicel/thing/service/addFuctionServiceAsync reply

4.4 E=HIEAE

BEEE  TopdlE  ETRS  SHEE EBSER 4897 QHSE  BsES ERed

4.5 AMQP BRSSum1T IR HIAR SS N AL

Content: {"iotId":"*****+*" ncode":200,"data": {"result":4}, "requestId":"
2009566194", "topic":"/sys/******* /devicel/thing/service/addFuctionServiceAsync
reply", "source":"DEVICE", "gmtCreate":1583658474852, "productKey" : "algLU******u n
deviceName": "devicel"}

5. ELRSER
5.1 i5BR

®Bid InvokeThingService 8 InvokeThingsService #EOABRS, YEARE
BEESHA RRPC AL AX T THEEIER, I, RSEFABLSHEBLIN, W
MF&1T 5% RRPC XL Topic.

5.2 Open API InvokeThingService



https://help.aliyun.com/document_detail/69584.html?spm=a2c6h.12873639.0.0.620a4cce4YN12X#doc-api-Iot-InvokeThingService
https://help.aliyun.com/document_detail/96242.html?spm=a2c6h.12873639.0.0.620a4cce4AO6HX#doc-api-Iot-InvokeThingsService
https://yq.aliyun.com/articles/722831
https://api.aliyun.com/?spm=a2c6h.12873639.0.0.620a4ccerHhTDj#/?product=Iot&version=2018-01-20&api=InvokeThingService&params=
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InvskeThingSendes S

AT

Reghonld

e { L a
> rics
(™2, "echd?" -7} o

Satbastancald

Prodatiey
e e

i EEET]ETATE T
devie] 2

53 ®REmMAXE

Sub message

Topic : /sys/alqLUx**x*%/devicel/rrpc/request/1236608506958775809
{"method":"thing.service.
addFuctionServiceSync","id":"2015301903","params":{"addz":z,"addl":2},
"version":"l 0.0"}

BR551EK Topic: /sys/alqLU******/devicel/rrpc/request/1236608506958775809
BRE1E<S: {"method": "thing.service.
addFuctionServiceSync","id":"2015301903","params":{"addZ":z,"addl":z},
"version":"1.0.0"}
responseTopic: /sys/alqgLU*#****%/devicel/rrpc/response/1236608506958775809

5 4 ?ﬁ:%” lLl\

TopicFUE | ETAS  E4EE  ESER  REYT  YREE  OoEs a2

BEgn @rsH wHER

FE 2

REBME. B, RS

LIRS ER

EF IR Java MQTT Client Y[ =4BXR & RRPC Ihggiha
Pl B =B F &IN5 | EE4RIA



https://help.aliyun.com/document_detail/89301.html?spm=a2c6h.12873639.0.0.620a4cceS7FJa9#title-3pt-nfy-jys
https://help.aliyun.com/document_detail/131911.html?spm=5176.11065259.1996646101.searchclickresult.2d5cce67hSEDlw
https://yq.aliyun.com/articles/722831
https://yq.aliyun.com/articles/744077
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| MQTT.fx: tRidEN, 1EHAL

@ AETIEER MQTT.ix TEEAYERMNFS, HITHREAAMMNT
FER .
tRid

MQTT.fx @—FETF Eclipse Paho, £ Java iB=mEMN MQTT EFix L
B, HEE Topic iTFIAMHEE.

XIFRINCIREF, JUBEXNBE=8E, LLMQTT M REENIER
YIEXISF S TIRR .

BAXHE: 8 MQTT.X BAMEKNFES

B milisE
BROERMBERNFANEMNE, RFRHFN— MRS,

. BIEF


https://help.aliyun.com/document_detail/140507.html
https://iot.console.aliyun.com/

MQTT.fx: BEEN, BiRAE <

« glErm (R ERE)

* FEER

MQTTHE 7 &

* ETE@mE O
O mERE @ BEYeE
' Tzl

¥ | W &3
EfEiRE FxFid ER

EMS iR

* EMA

WiFi ~

* BiEE O
ICA FRIEEEEE U (Alink JSON) v

o IR

AINEE O

© 53R deviceNameBI LA, WA=t HEZESMEZ[E—T
IR {E AdeviceName,

DeviceName &

MQTTfx_device

&EER 0

MQTTHGlR iR &
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MQTT.fx RERZERZTHTH

ipE) MQTT.fx BR, A%, ERibit

MQTT.FX HOME REFERENGES DONATE DOWNLOAD

Download

Latest Release

MQTT.fx Version 1.7.1 (more information)

o FNEEESH Password FIERV/NTE, Fagibit

v [ mattE¥EL{TH
sign.html
README.md
hex_md>5.js

h hex_hmac_shal.js

B e

BiAEE

T MQTT.fx B4, #H1THECE.

« EAEREE
1. MABENERPK,

2. EEEFERIA: ${YourProductKey}.iot—-as—-matt.${region}.aliyuncs.com
Hrh, ${YourProductKey} 7= g XTI AY productKey, ${region} 7= &FT


https://yq.aliyun.com/go/articleRenderRedirect?url=https%3A%2F%2Fmqttfx.jensd.de%2Findex.php%2Fdownload
https://yq.aliyun.com/go/articleRenderRedirect?url=https%3A%2F%2Ffiles.alicdn.com%2Ftpsservice%2F88413c66e471bec826257781969d1bc7.zip%3Fspm%3Da2c4g.11186623.2.25.1c817908ykdPkl%26amp%3Bfile%3D88413c66e471bec826257781969d1bc7.zip
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TEHBRAACED (/80 cn—shanghai) i F0a] X,
3. iwll. 1883,

4. [HFRFE ] XM2E2 ClientlD, #8z(9: ${clientld}|securemode=3,sign—
method=hmacshal| (TEEEEB—1 |, SHEEAKEORLER)
{clientld} TLUBENX, AXFA 12345 (ClientlD 1 clientld SHXFIFF);
securemode AL 2RI, TCP HIEENIZE N securemode=3, TLS B
iE A securemode=2, AN TCP BEi&; signmethod HEEXER, SiF
hmacmd5 #0 hmacsha1, A&3XH hmacshal,

Profile Name| 1

Profile Type  MQTT Broker v iﬁ m

MQTT Broker Profile Settings

Broker Address[ allhUsKS74u.iot-as-matt.cn-shanghai.aliyunc l 2

Broker Port 3

ClientID I 12345|securemode=3 signmethod=hmacshal I4 Generate

e User Credentials&SSL/TLS Bc&
1. User Name &= {YourDeviceName}&{YourPrductKey} GEEH[a45
_/l\ &)O

2. ERIEXRYER, 1#EW [ Password &R .

3. FNEENE TCP HiZ (securemode=3, P SSL/TLS BEAEAE),

General PUEEeLEHTEIEE SSL/TLS  Proxy LWT

Usar Name[ MQTTix_device&all hUsKS74u ] 1

Pas.swbrdl SOOI RO ORI GRRDO NI '] 2



https://help.aliyun.com/document_detail/40654.html?spm=a2c6h.12873639.0.0.1c2e34a5a3d8ud#concept-h4v-j5k-xdb

26 >

MQTT.fx: BREEN, BIRAR

General User Credentials | =82 0588 Proxy LWT

EnableSSUTLEl 3 Protocal  TLSv1.2

o Password &5k

1.

FEREBEMTE, FTFF sign.html

£7| password

HAR&ER:
productKey: alLhl.:574u #I'i‘ﬁu {3 J:EEE'HJ HIE]

deviceName: MQTTfx_device
deviceSecret: HBaVW i = vhdBgk08VvWio3cBOmDkrBt
timestamp:

clientld: 12345 }:IEEE%12345

RERE: (Goese)
BERER:

password: 27F000BCEFuarc44190916EA44B232A4300DBEF5

o ERNEZYERNFES

1. BEESMERE Connect, WMEFREDAERERID
‘ Disconnect
Subscribe  Scripts Broker Status Log BEHRALIN

2

2. EHlaEEREBERBR

—
oStk MOTTI L 5 G winx @ 020080 1919709108

L 1
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EHINTFER
- BIYEENX topic KiBEE
1. &AM topic

Efihi8{E Topic IR TR Topic BE Mtopic

BE X Topic 5%
i#& I Topic B ETNNE
falliuana s Su/MQTTix_device/userjupdate F-%ii]

2. EMQTT.fx ERMIER

E Disconnect

m Subscribe Scripts Broker Status Log

P fallhUsKS74u/MQTTfx_device/user/update - m

E—AuER

3. ERHIENATRSTEEER

BEIFE X
MessageiD 12708 000.,624900096 EH
Topic Jallinis o 7AuMQTTTx_device/user/update
B8] 2020/06/10 10:57:06.130
WS Text(UTE. ~ = RUEHE £l

M
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o BIYEENX topic ITFHIEBER
1. 1JI5 topic

Publish Scripts Broker Status Log

falll ' T 74u/MQT TTx_device/user/get v

a1 iwans 74u/MQTTHx_device/user/get [ 0 ]

Dump Messages Pute Unsubscrl

2. BIEFHEGRMHEE

HIER X

O 1= NTETweEEREE, BB, UNLNNE,
AN TR B B R T I

Toww
FAILR TR AU MAQT T _devicafuseriget

MEmER

LR laead- ]

Gos

® 0 [aR

= -

3. £ MQTT.ix LEZIWEZMEARFaREFIRIVNES

/aill »/MQTTfx_device/user/get

10-06-2020 11:01:28.39688547 QoS0
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ETFHIE JAVAMQTT Client
EEMEBER loT

AT

EERIERE loT JAVA Device SDK EE=IHUIXAIITE, KMEER
SITEN—EE2EHY Topic JBEMNTRHINAT, EEBFPHIXEEREXL Topic,
2R SDK REZIAMETREZ RS Topic AT EFMEMRIRE, BEEXA, SR
ZIMA A BEmETUERRVMIRERE . NRAHE—LRS Topic BIBUIAIT IR, &
WETLAMERTFR MQTT Client #17 Topic iBERNT IR AT

RMELS TR
1. BIEFRIMRE

2%, [EZYERFE Queik Start Bl RBIMRES .

2. pom.xml
<dependencies>
<dependency>

<groupId>org.eclipse.paho</groupld>
<artifactIdsorg.eclipse.paho.client.mgttv3</artifactIds>
<versions>1l.1.0</versions

</dependency>

<dependency>
<groupId>com.google.guava</grouplds>
<artifactIds>guava</artifactIds>
<version>23.0</version>

</dependency>

</dependencies>


https://yq.aliyun.com/articles/716609?spm=a2c4e.11153940.0.0.18221617bgZM6z
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3. T Bz AliyunloTSignUtil

import javax.crypto.Mac;

import javax.crypto.SecretKey;

import javax.crypto.spec.SecretKeySpec;
import java.util.Arrays;

import java.util.Map;

/**
* AliyunIoTSignUtil
5y

public class AliyunIoTSignUtil {
public static String sign(Map<String, String> params, String
deviceSecret, String signMethod) ({
/] BEH Key BT HINFHF
String[] sortedKeys = params.keySet () .toArray(new Stringll {});
Arrays.sort (sortedKeys) ;

/] ERHSE U ERFF R
StringBuilder canonicalizedQueryString = new StringBuilder();
for (String key : sortedKeys) {
if ("sign".equalsIgnoreCase (key)) {
continue;

}

canonicalizedQueryString.append (key) .append (params.get (key)) ;

try {
String key = deviceSecret;
return encryptHMAC (signMethod, canonicalizedQueryString.
toString (), key);
} catch (Exception e) {
throw new RuntimeException (e) ;

/**
* HMACSHA1L fI%;
*
i
public static String encryptHMAC (String signMethod, String content, String
key) throws Exception {
SecretKey secretKey = new SecretKeySpec (key.getBytes("utf-8"),
signMethod) ;
Mac mac = Mac.getInstance (secretKey.getAlgorithm()) ;
mac.init (secretKey) ;
byte[] data = mac.doFinal (content.getBytes("utf-8"));
return bytesToHexString(data) ;



public static final String bytesToHexString(byte[] bArray) {

EFFRE JAVA MQTT Client E#IIE = loT <

StringBuffer sb = new StringBuffer (bArray.length);
String sTemp;
for (int i = 0; i < bArray.length; i++) {
sTemp = Integer.toHexString (0xFF & bArray[i]);
if (sTemp.length() < 2) {
sb.append (0) ;

}

sb.append (sTemp. toUpperCase () ) ;

}

return sb.toString() ;

4. main &%

import

import org.eclipse.paho.client.mgttv3.*;
import org.eclipse.paho.client.mgttv3.persist.MemoryPersistence;
import java.util.HashMap;
import java.util.Map;
public class IoTDemoPubSubDemo {
public static String productKey = "***kkkkxn,
public static String deviceName = "OpenMQTTDevice";
public static String deviceSecret = "**kkkkkxn,
public static String regionId = "cn-shanghai";
// PR - B ER topic
private static String pubTopic = "/sys/" + productKey + "/" + deviceName

com.alibaba.taro.AliyunIoTSignUtil;

+ "/thing/event/property/post";

//

private static String subTopic = "/"+productKey + "/" + deviceName+"/

BEX topic, =k Topic JIRMEFE X

user/newdatademo" ;

private static MgttClient mgttClient;

public static void main(String [] args) {

/]

initAliyunIoTClient () ;
ScheduledExecutorService scheduledThreadPool = new

ScheduledThreadPoolExecutor (1,

// new ThreadFactoryBuilder () .setNameFormat ("thread-runner-
%d") .build()) ;

//

// scheduledThreadPool.scheduleAtFixedRate ( () - >postDeviceProperties(),

10,10, TimeUnit.SECONDS) ;

31
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/] SCIiREBM

postDeviceProperties () ;

try {
mgttClient.subscribe (subTopic); // 1J[# Topic

} catch (MgttException e) {
System.out.println("error:" + e.getMessage());
e.printStackTrace () ;

}

// WEITR KT
mgttClient.setCallback (new MgttCallback () {
@Override
public void connectionLost (Throwable throwable) {
System.out.println("connection Lost");

@Override
public void messageArrived(String s, MgttMessage mgttMessage)
throws Exception {
System.out.println("Sub message") ;
System.out.println("Topic : " + s);
System.out.println(new String (mgttMessage.getPayload())); //
FTENEIHIE & payLoad

}

@Override
public void deliveryComplete (IMgttDeliveryToken
iMgttDeliveryToken) {

}
1
}
/**
* GliEfk Cclient W&
5/
private static void initAliyunIoTClient () {
try {
/] MEEERENSY
String clientId = "java" + System.currentTimeMillis();

Map<String, String> params = new HashMap<>(16);

params.put ("productKey", productKey) ;

params.put ("deviceName", deviceName) ;

params.put ("clientId", clientId);

String timestamp = String.valueOf (System.currentTimeMillis()) ;

params.put ("timestamp", timestamp) ;

// cn-shanghai

String targetServer = "tcp://" + productKey + ".iot-as-
mgtt."+regionId+".aliyuncs.com:1883";



HFFiE JAVA MQTT Client iE#IE = 0T < 33

String mgttclientId = clientId +
“|securemode=3,signmethod:hmacshal,timestamp:“ + timestamp + “|“;

String mgttUsername = deviceName + "&" + productKey;

String mgttPassword = AliyunIoTSignUtil.sign (params,
deviceSecret, "hmacshal");

connectMgtt (targetServer, mgttclientId, mgttUsername,
mgttPassword) ;

} catch (Exception e) {
System.out.println("initAliyunIoTClient error " +
e.getMessage () ) ;

}

public static void connectMgtt (String url, String clientId, String
mgttUsername, String mgttPassword) throws Exception {

MemoryPersistence persistence = new MemoryPersistence() ;
mgttClient = new MgttClient (url, clientId, persistence);
MgttConnectOptions connOpts = new MgttConnectOptions () ;
// MQTT 3.1.1

connOpts.setMgttVersion (4) ;
connOpts.setAutomaticReconnect (false) ;
connOpts.setCleanSession(true) ;

connOpts.setUserName (mgttUsername) ;
connOpts.setPassword (mgttPassword.toCharArray()) ;
connOpts.setKeepAliveInterval (60) ;

mgttClient.connect (connOpts) ;

/**
* SLiREMN
*/

private static void postDeviceProperties() {

try {
/] EHREHE
/] BHRIR WEE - Bt LR payload
System.out.println (" LIRBMME ") ;
String payloadJson =
"{\"params\":{\"Status\":0,\"Data\":\"15\"}}"
MgttMessage message = new MgttMessage (payloaddson.
getBytes ("utf-8")) ;
message.setQos (1) ;
mgttClient.publish (pubTopic, message) ;
} catch (Exception e) {
System.out.println(e.getMessage()) ;
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5. ETlER

BEER . BEER
OpenMQTTDevice %
e MyGuickstartProduct S& f—cr———1

ﬂ REES TopcRldE BHERE TSR REER RBSHT  2HEE RS EEE

i

IETHRE O
i ATHE | AR ATHE
15 ) 0 (><A) °

201800722 1B 5536 201900922 105536
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Il loTDemoPubSubDemo

SUb mes

Topie = | /OpenMQTTDevice/t



https://yq.aliyun.com/articles/673938?spm=a2c4e.11153940.0.0.18221617bgZM6z
https://help.aliyun.com/document_detail/73742.html?spm=a2c4e.11153940.0.0.18221617bgZM6z
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TEICESIERE Coap TMUEANIEERMES
(java 3EIR)

BN AXNBETFTFHIRN CoAP MGEHITHIME B FEANRE, FiRit
java S .

ipas

P B ZEXRSF 5385 CoAP hiliEKIE S . CoAP MNERAERIFEZRAVE
piERE L, TEHZ NB-loT REFEA. AXNEETFIRAY CoAP HHEH T
MINEZBERANRIRE, FHEM java =1,

BEAXH: CoAP EZEE

17 EA SRR

o Topic ;e MQTT Topic —%, CoAP ¥ ™A coap://host:port/topic/topic
EOXTFAE {topict #1 MQTT Topic JLAEA.

o ZFIREFIAERERY token @IBKAVSHE

o BEIVEIRA/IMKIRT MTU BRI, 81 1 KB LAA,

o [REEZR 2 (_£i8) i3 CoAP &S,

BARE

&E# CoAP BRS528

« endpoint #B1EA: ${YourProductKey}.coap.cn—shanghai.link.aliyuncs.com:${port}
« ${YourProductKey}: &Y ProductKey


https://help.aliyun.com/document_detail/57697.html
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o ${port}: #wO, FERAXTRINENEHLA 5682

IREFIAIE

« TAUEIBSR

POST /auth

Host: ${YourProductKey}.coap.cn-shanghai.link.aliyuncs.com

Port: 5682

Accept: application/json or application/cbor

Content-Format: application/json or application/cbor

payload: {"productKey":"alNUjcV****" "deviceName":"fflal****" vclientId":
"alNUjcV****gfflgl****" t"gign":"FOFD53EEO0CDO10FCA40D14A9FE****** 1,

“seq“ . "10"}

o« RS

i Pzdif]

Method BKAGIE. A POST A%

URL URL ftehit, BUE. /auth

Host Endpoint Bk, BUEHE=L: YourProductKey.coap.cn—shanghai.link.aliyuncs.
com, Erh, & {YourProductKey} E&# AR Key,

Port im0, BUE: 5682

Accept RERWIVEIERB AR, Bal, XFMHA.: application/json #1 application/
cbor,

f;f\?_‘For_ R REAMBTE AN LTAIROREER, BAERAt: application/

mat json 1 application/cbor,

payload REINEHEEAZR, JSON #IERER . BARSE, 1320 payload 7,

LiREE
. HIREURIER

POST /topic/${topic}
Host: ${YourProductKey}.coap.cn-shanghai.link.aliyuncs.com

Port: 5682

Accept: application/json or application/cbor
Content-Format: application/json or application/cbor

payload: ${your data}
CustomOptions: number:2088 ( FRiR token), 2089 (seq)


https://help.aliyun.com/document_detail/57697.html?spm=a2c4e.11153940.0.0.6ffe35f8FeITEs
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o ERSHRH

S8 BEWXE |
Method = BKAE. X3 POST Aik.
o BN /topic/topic. HR, = {topic} HEMRMREBHIELIT
URL =
Topics
endpoint #tbit, A& : YourProductKey.coap.cn—shanghai.
Host =2 link.aliyuncs.com, Edr, {YourProductKey} & NIREE
/_LE!IJE'] Keyo
Port = im0, BYE: 5682,
o BEEKNEERB L. BRI, XEFmMHA. application/json
Accept b=

0 application/cbor,

EHERNREE, IRSHTLIARE. Bal, SXERHA:

Content-Format | = application/'son #0 application/cbor,
payload = F LENSIRESRINZINE (AES) NZE E'J"ﬁGE HoEEL
CustomOptions |2 option &% 2088 #01 2089 HHhzEH, 7!

java RIS

o pom.xml &k

<dependency>
<groupId>org.eclipse.californium</groupId>
<artifactId>californium-core</artifactId>
<version>2.0.0-M17</version>

</dependency>

<dependency>
<groupId>org.apache.commons</groupId>
<artifactId>commons-lang3</artifactIds>
<version>3.5</version>

</dependency>

<dependency>
<groupId>commons-codec</grouplds>
<artifactId>commons-codec</artifactIds
<version>1l.13</version>

</dependency>

<dependency>
<groupld>com.alibaba</groupIds>
<artifactId>fastjson</artifactId>
<version>1.2.61</version>

</dependency>
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« lotCoapClientWithAes &

/*

* Copyright © 2019 Alibaba. All rights reserved.

i

import
import
import
import
import
import
import

import
import
import
import

import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

import

/**

java.
java.
java.
java.
java.
java.
java.

javax.
javax.
javax.
javax.

i0.IO0Ex

nio.charset.StandardCharsets;

securit

ception;

y.MessageDigest;

security.NoSuchAlgorithmException;

util.Se
util.So
util.Tr

crypto

crypto
crypto

crypto.

t;
rtedMap;
eeMap;

.Cipher;
Mac;

.spec.IvParameterSpec;

.spec.SecretKeySpec;

org.apache.commons.codec.DecoderException;

org.apache.commons.codec.binary.Hex;

org.apache.commons.lang3.RandomUtils;
CoapClient;

org.e
org.e
org.e
org.e
org.e
org.e
org.e
org.e
org.e
org.e
org.e
org.e

com. a

clipse.
clipse.
clipse.
clipse.
clipse.
clipse.
clipse.
clipse.
clipse.
clipse.
clipse.
clipse.

libaba.

californium.core.
californium.core.
californium.core.
californium.core.
californium.core.
californium.core.
californium.core.
californium.core.
californium.core.
californium.core.
californium.core.

CoapResponse;
Utils;

coap

coap.
coap.
.MediaTypeRegistry;

coap

coap.
coap.
coap.
.Request;

coap

.CoAP;

CoAP.Code;
CoAP.Type;

Option;
OptionNumberRegistry;
OptionSet;

californium.elements.exception.ConnectorException;

fastjson.JSONObject;

* CoAP B Pimik M EZYBEMES, BT eclipse californium %,
* BEBAFLRERSHES, 550

* https://help.aliyun.com/document detail/57697.html [ EARFRINZE A ]

5

public class IotCoapClientWithAes {

-+ /=T (=TT X S 13 S
// B ID, HENERFER 2

private static String regionId = "cn-shanghai";

// F=&b productKey

private static String productKey = "***xn,

// REBM deviceName

2]
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private static String deviceName = "****n,
// W& deviceSecret
private static String deviceSecret = "***xn;

/] REHEEAA payload
private static String payload = "hello coap!!";

/] ===================- BEEAPFESHSH, &K

/] EXMZAR MAC EEEM T ZMEL HnacMD5 HmacSHAL, &5 signmethod —%,
private static final String HMAC ALGORITHM = "hmacshal";

// CoAP BN, NFNZiHOSE 56820
private static String serverURI = "coap://" + productKey + ".coap." +
regionId + ".link.aliyuncs.com:5682";

/] BFEHBAM Topico FEARHEBEX Topic, BEREDRBEREHN " £ "o
private static String updateTopic = "/" + productKey + "/" + deviceName
"/user/update";

// token option

private static final int COAP2 OPTION TOKEN = 2088;
// seq option

private static final int COAP2 OPTION SEQ = 2089;

// TIEE% sha256
private static final String SHA 256 = "SHA-256";

private static final int DIGITAL 16 = 16;
private static final int DIGITAL 48 48;

// CoAP BPi%

private CoapClient coapClient = new CoapClient () ;

// token 7 REM, KRMEFEEHIKIN,
private String token = null;
private String random = null;
@SuppressWarnings ("unused")
private long seqOffset = 0;

/**

* 4k coar B i

*

* @param productKey /=dnkey

* @param deviceName REZR
* @param deviceSecret REZ
@
public void conenct (String productKey, String deviceName, String

deviceSecret) {
try {
// INEuri, /auth
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String uri = serverURI + "/auth";

// RXFposT Bk
Request request = new Request (Code.POST, Type.CON) ;

// 1&& option

OptionSet optionSet = new OptionSet () ;

optionSet.addOption (new Option (OptionNumberRegistry.CONTENT
FORMAT, MediaTypeRegistry.APPLICATION JSON)) ;

optionSet.addOption (new Option (OptionNumberRegistry.ACCEPT,
MediaTypeRegistry.APPLICATION JSON)) ;

request.setOptions (optionSet) ;

// WEINE uri
request.setURI (uri) ;

// BEBINEEXK payload
request .setPayload (authBody (productKey, deviceName,
deviceSecret)) ;

// RFINEER

CoapResponse response = coapClient.advanced (request) ;
System.out.println(Utils.prettyPrint (response)) ;
System.out.println() ;

/] BATER I
JSONObject json = JSONObject.parseObject (response.
getResponseText () ) ;
token = json.getString("token");
random = json.getString("random") ;
seqOffset = json.getLongValue ("seqOffset");
} catch (ConnectorException e) {
e.printStackTrace() ;
} catch (IOException e) {
e.printStackTrace() ;

/**
- REHE
*
* @param topic AiAHEM Topic
* @param payload JHEAZ
S
public void publish(String topic, bytel[] payload) {
try {
// JBE%&f uri, /topic/${topic}

String uri = serverURI + "/topic" + topic;

// BES 1% seq, segq=RandomUtils.nextInt ()

41
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String shaKey = encod(deviceSecret + "," + random) ;
byte[] keys = Hex.decodeHex (shaKey.substring (DIGITAL 16,

DIGITAL 48));

byte[] segBytes = encrypt (String.valueOf (RandomUtils.nextInt()) .

getBytes (StandardCharsets.UTF_8), keys);

FORMAT,

// RX¥F poST Ak

Request request = new Request (CoAP.Code.POST, CoAP.Type.CON) ;

// 1&& option
OptionSet optionSet = new OptionSet () ;

optionSet.addOption (new Option (OptionNumberRegistry.CONTENT

MediaTypeRegistry.APPLICATION JSON)) ;

optionSet.addOption (new Option (OptionNumberRegistry.ACCEPT,

MediaTypeRegistry.APPLICATION JSON)) ;

/**

optionSet.addOption (new Option (COAP2_ OPTION_ TOKEN, token))
optionSet.addOption (new Option (COAP2 OPTION_SEQ, segBytes)

request.setOptions (optionSet) ;

// BREBEEEH uri

request.setURI (uri) ;

// REHE payload
request .setPayload (encrypt (payload, keys));

/] REHR

CoapResponse response = coapClient.advanced (request) ;

System.out.println("---------------- "y
System.out.println(request.getPayload () .length) ;

W ______ ||)’.

System.out.println(Utils.prettyPrint (response)) ;

(
(
System.out.println(
(
/] BATERRELER
String result = null;

if (response.getPayload() != null) {

result = new String(decrypt (response.getPayload(), keys));

}
System.out.println("payload: " + result);
System.out.println() ;

} catch (ConnectorException e) {
e.printStackTrace() ;

} catch (IOException e) {
e.printStackTrace() ;

} catch (DecoderException e) {
e.printStackTrace() ;



*

*

&
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ERIMEEKAR

@param productKey /=dnkey
@param deviceName R&EZF
@param deviceSecret WHE4H
@return TAIEIEXK

private String authBody (String productKey, String deviceName, String

deviceSecret) {

/**

*

*

*

*

*

&4

// MEINEEK

JSONObject body = new JSONObject () ;

body.put ("productKey", productKey) ;

body.put ("deviceName", deviceName) ;

body.put ("clientId", productKey + "." + deviceName) ;

(
(
body.put ("timestamp", String.valueOf (System.currentTimeMillis()));
body.put ("signmethod", HMAC ALGORITHM) ;

body.put ("seq", DIGITAL 16);

body.put ("sign", sign(body, deviceSecret)) ;
System.out.println("----- auth body ----- ") ;
System.out.println(body.toJSONString()) ;

return body.toJSONString() ;

REIHES

@param params F&SH
@param deviceSecret WEZH
@ereturn F&TAHHIFHE

private String sign(JSONObject params, String deviceSecret) {

/] ERSEIRF AT H
Set<String> keys = getSortedKeys (params) ;

// sign. signmethod. version. resources Brop
keys.remove ("sign") ;

keys.remove ("signmethod") ;

keys.remove ("version") ;

keys.remove ("resources") ;

[/ HEZZPX
StringBuffer content = new StringBuffer();
for (String key : keys) {
content.append (key) ;
content .append (params.getString (key) ) ;

43
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/] TEES

String sign = encrypt (content.toString(), deviceSecret);
System.out.println("sign content=" + content);
System.out.println("sign result=" + sign);

return sign;

/**
* FREL JSON W RHFEH key £ &
*
* @param json HEHFH JSON WK
* ereturn HFEH key &&
5y
private Set<String> getSortedKeys (JSONObject json) {
SortedMap<String, String> map = new TreeMap<String, Strings();
for (String key : json.keySet()) {
String vlaue = json.getString(key) ;
map.put (key, vlaue);
}

return map.keySet () ;

* £/ HMAC ALGORITHM fI%

* @param content BAX
* @param secret
* @return ZX
5y
private String encrypt (String content, String secret) {
try {
byte[] text = content.getBytes(StandardCharsets.UTF_8) ;
byte[] key = secret.getBytes(StandardCharsets.UTF 8) ;
SecretKeySpec secretKey = new SecretKeySpec (key, HMAC ALGORITHM) ;
Mac mac = Mac.getInstance (secretKey.getAlgorithm()) ;
mac.init (secretKey) ;
return Hex.encodeHexString (mac.doFinal (text));
} catch (Exception e) {
e.printStackTrace() ;
return null;

/**
* SHA-256

*

* @param str FFIIZHIR



&
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private String encod (String str) {

MessageDigest messageDigest;

String encdeStr =

try {
messageDigest

byte[] hash = messageDigest.digest (str.getBytes (StandardCharsets.

UTF_8)) ;

nn .
i

MessageDigest .getInstance (SHA 256) ;

encdeStr = Hex.encodeHexString (hash) ;

} catch (NoSuchAlgorithmException e) {

System.out.println(String.format ("Exception@encod: str=%s;",

str)) ;
e.printStackTrace () ;
return null;

}

return encdeStr;

// BES MBZRERL

private static final String IV = "543yhjy97ae7fyfg";
private static final String TRANSFORM = "AES/CBC/PKCS5Padding";

private static final String ALGORITHM =

/**
* key length = 16 bits
=Y

"AES";

private byte[] encrypt (byte[]l content, bytell key) {

return encrypt (content, key,

/**
* key length = 16 bits
=Y

IV);

private byte[] decrypt (byte[]l content, bytell key) {

return decrypt (content, key,

/**

IV);

* aes 128 cbc key length = 16 bits

&

private byte[] encrypt (byte[] content, bytell key, String ivContent) {

try {
SecretKeySpec keySpec

new SecretKeySpec (key, ALGORITHM) ;

Cipher cipher = Cipher.getInstance (TRANSFORM) ;
IvParameterSpec iv = new IvParameterSpec (ivContent.

getBytes (StandardCharsets.UTF_8)) ;

cipher.init (Cipher.ENCRYPT MODE, keySpec, iv);
return cipher.doFinal (content) ;

} catch (Exception ex) {
System.out.println(

45
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String.format ("AES encrypt error, %s, %s, %s", content,
Hex.encodeHex (key), ex.getMessage()));
return null;

/**
* aes 128 cbc key length = 16 bits
5y
private byte[] decrypt (byte[] content, bytel[] key, String ivContent) {

try {
SecretKeySpec keySpec = new SecretKeySpec (key, ALGORITHM) ;
Cipher cipher = Cipher.getInstance (TRANSFORM) ;
IvParameterSpec iv = new IvParameterSpec (ivContent.
getBytes (StandardCharsets.UTF_8)) ;
cipher.init (Cipher .DECRYPT MODE, keySpec, iv);
return cipher.doFinal (content) ;
} catch (Exception ex) {
System.out.println(String.format ("AES decrypt error, %s, %s, %s",
Hex.encodeHex (content) ,
Hex.encodeHex (key) , ex.getMessage())) ;
return null;

}

public static void main(String[] args) throws InterruptedException {
IotCoapClientWithAes client = new IotCoapClientWithAes() ;
client.conenct (productKey, deviceName, deviceSecret) ;
client.publish (updateTopic, payload.getBytes (StandardCharsets.
UTF_8)) ;

}

FEEIN
1. coap MY EEER, M matt KIEEAR, FTLERESSNRETHAEERE

EREICR, FEIE.

2. coap MY &= payload B ARSI, FEEEIT 1KB, WMRBIANEX
MERSHWIEL, BERFTEFEE. KEBF System.out.printin(request.
getPayload().length); Fi2FKFTED payload <EH,
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| HTTP thisdE \YIBXFIFE (Getman #351)

&7 A3 ER Getman BRILRERELL HTTP 15K, #HITENML,

Hikid
FIE MR FESHFFREER HTTP A, BRINSIF HTTPS Y. KX
FEER Getman IR E, FHITRANN, BAXME: HTTP EEEE

1A SRR

« HTTP BEANEE RAEREIE LIRS .

o« HTTP RSl hitps://iot—as—http.cn—shanghai.aliyuncs.coms,

« BAl, XFE (L8) EEZRFHTTP 85,

o RAFF HTTPS #iY¢#0 POST 5K A =,

« Topic #I5BF MQTT A9 Topic #E—H. A HTTP &, LiREUES

3K https://iot—as—http.cn—shanghai.aliyuncs.com/topic/ $ftopic}. EH+,
Topic = ${topic} BET LIS MQTT 1EZBEEM Topic HER. ~32F
LA ?query_String=xxx &€,

o ¥R LITEOERRVEIREX/NRSI SN 128 KB,

o REFINIESKAY HTTP header F#9 Content—-Type #4403 application/json.

o FE LIRIEKAY HTTP header /Y Content-Type #4419 application/octet

—streams,
o REBINEIREIAY token £E—EFBEAER (BaET token BREAZ 7 X), 1B
SEINEE token KT EAINIE,


https://yq.aliyun.com/go/articleRenderRedirect?url=https%3A%2F%2Fgetman.cn%2F
https://help.aliyun.com/document_detail/58034.html
https://iot-as-http.cn-shanghai.aliyuncs.com/
https://iot-as-http.cn-shanghai.aliyuncs.com/topic/
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BARE

MBS, REURERY token
« endpoint #tik: https://iot—as—http.cn—shanghai.aliyuncs.com

o INEREFIBERK

POST /auth HTTP/1.1Host: iot-as-http.cn-shanghai.aliyuncs.comContent-Type:
application/jsonbody: {"version":"default","clientId":"mylight1000002",
"signmethod" : "hmacshal", "sign":"487014", "productKey":"ZG1lE",
"deviceName":"NlwaS**", K "timestamp" : “1501668289957“}

o« IBRSHIR

i kil

Method BKFGIE. 3FFPOST 7%,

URL /auth, URL #tBhit, RZHEFHTTPS,

Host endpoint fttiik . iot—as—http.cn—shanghai.aliyuncs.com

Con- RERIZEYERFE G ETHIENRmIEER . BaiR 2 application/json. &
tent-Type ERAERBIEE, SREISEHER.

body REINEEE. JSON #UEE=. BERES, B2 body A

o IR[EI7A

body :
{
"code": 0,// VWERARE
"message": "success",// WEEE
"info": {
"token": "6944e5bfb92e4d4ea’glsdledadv4a2fe" // FAHRE
1

}

HREHE, REHIFREANBENX Topic
o FIREFEIBK

POST /topic/${topic} HTTP/1.1

Host: iot-as-http.cn-shanghai.aliyuncs.com
password: ${token}

Content-Type: application/octet-stream
body: ${your data}


https://iot-as-http.cn-shanghai.aliyuncs.com/
https://help.aliyun.com/document_detail/58034.html?spm=a2c6h.12873639.0.0.790e64baAoGPuv#table-p10-cdu-knj
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o IBRSHIR

B iEA
Method BRAEE. ¥ POST A%,

topic/ topic. 7, =2 {topic} FEENEIEREMBIR Topice IHF
URL

HTTPS,
Host endpoint #tBiit . iot—as—http.cn—shanghai.aliyuncs.com
password & Header EVS%, BUEAEMAREANIEEC auth IR[EIAY token {E.
Con- RERIEEYEIEE I L THIENmEER . BaNs2iF application/oc—
tent-Type tet-stream. &FFAEMRBIEN, SRESHEIR.
body K1E ${topict HUEIERE.

o R[E7A

body :

{
"code": 0,// VERARE
"message": "success",// WEER
"info": {

"messageId": 892687627916247040,

1

}
Getman EHIZ 2
NIEIR

o URL #0 Header

& POST~ |hltps:a’}'iol-as-http.m-shanghai.aliyuncs.cclrnfaulh v

Request

Body Header

Host: iot-as-hittp. cn-shanghai. aliyuncs.com
Content-Type: application/json

Content-Type =




50 > HTTP g AMENFA (Getman 124l )

e body

Request

Body Headear Content-Type ~

{

"version":"default®,

"clientld™:"12345",

“signmethod™:"hmacshal”,
"sign":"27FOCOECIrTarB4419D916EA44B232A399DBBF51",
"productkey":"all romenm4u”,

"deviceName":"ME7 ¥ Jevice”

sign afLMER T ARRITESE], B&% 04 password BitE
o IR[O]45
Response

Body Header

!
"code": @,
"info": {
“token": "~171591773294379°3855T6955del764"
H
"message'; “success"
)

FiREE

. ERABEX topic


https://developer.aliyun.com/article/753229?groupCode=techcollege

HTTP i3 \IEXE & (Getman 1811 )

REER TopicHl&E IR IE RE

ELfti®{S Topic IS RLGER(E Topic B 7E ¥ topic

BEX Topic 7IF%

2R Topic

falliuano 4u/MQT T _device/user/update

fallh' -7 4u/MQT Tx_device/user/update/error

JAILh I lufMQTTix_device/user/get

o URL #0 Header

HER

HERE  EaEE

EHEEENNE

A

AT

1

<

51

€8 POST~  hitpsifiot-as-hitp.cn-shanghal.aliyuncs.comitopic/a 1l aMETUMQT TR _deviceluserfupd: =

Request

Bady Header Content-Type =

Host: iot-as-hitp.cn-shanghal.aliyuncs.com

Content-Type: appli sin

password: *1M1591773204379"3055/6955001 764 = token

e body

Request

Body Header Content-Type ~

"abc":123
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o IR[EI4E
Response

Body Header

{
"code": @,
"infe": {
"messageld": 12706162541553306080
}.

"message': “success"
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AMQP (Advanced Message Queuing Protocol) B S %8 B FIY . &
BLE AMQP RS miTHE, MENEESKE~ R THRBETIREENES, BT
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https://developer.aliyun.com/article/753229?groupCode=techcollege
https://help.aliyun.com/document_detail/143601.html?spm=a2c4g.11186623.6.624.73b131b45IDuts
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AMQP BRSSimiTIRME

o XIFEZIBEHH, B—1MKS, JUEFRRETEBSEHE A ITE~mA, B
FEIEAHE T EHZEA B 1T~ B.

o SEAFERM, XIFEEZF RS, EEHERFIBHEREE,

o TR, TDHEBERDEY, IEFHRIREBNERT, IBRELYT &
HEIXBET

o LINBEEMEHEE, BEERASEMRS . RELIWESEREE, AR
MR H N HERRPASY, HERSHBRARIER, A2 ML HEIERE
1. BMEREEMNERIREN, RBEEDFERHERTIER, HERKE
&, REERBEBITLAERBRATAIE, EREMNLEMETHS.

BRI

1. EMENFEERYEH G LN mAY AMQP BRSimiT Y, FHAkHE

i:3eS: DN ISESIt

HRERITIF X

Wl

v

" RRAE
BRI (R v

THEEEEER

W LA R AT E
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2. EEREXSH, ARMNBE&R. 2405

o PIMIRERANT

<dependencies>

<!-- amgp 1.0 gpid client -->

<dependency>
<groupld>org.apache.gpid</groupId>
<artifactId>gpid-jms-client</artifactId>
<version>0.47.0</version>

</dependency>

<!-- util for base64-->

<dependency>
<groupId>commons-codec</groupId>
<artifactId>commons-codec</artifactIds>
<version>1.10</versions>

</dependency>

<dependency>
<groupld>org.slf4j</grouplds>
<artifactId>slf4j-api</artifactIds>
<version>1.7.22</version>

</dependency>

<!-- https://mvnrepository.com/artifact/org.slf4j/slf4j-logsjl2 -->

<dependency>
<groupld>org.slf4j</grouplds>
<artifactId>slf4j-log4jl2</artifactId>
<version>1.7.22</version>
<scope>test</scope>

</dependency>

<dependency>
<groupld>org.slf4j</grouplds>
<artifactId>slf4j-nop</artifactId>
<version>1.7.2</version>

</dependency>

</dependencies>

o (CRHIENT

import
import
import
import
import
import
import
import
import
import

java.net.URI;
java.util.Hashtable;
javax.crypto.Mac;
javax.crypto.spec.SecretKeySpec;
javax.jms.Connection;
javax.jms.ConnectionFactory;
javax.jms.Destination;
javax.jms.Message;
javax.jms.MessageConsumer;
javax.jms.MessageListener;

55


https://help.aliyun.com/document_detail/142489.html?spm=a2c6h.12873639.0.0.1506504e3jGzK9#concept-525963
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import
import
import
import
import
import
import
import
import
import

public

RSSmiITZ AMQP

javax.jms.MessageProducer;

javax.jms.Session;

javax.naming.Context;

javax.naming.InitialContext;
org.apache.commons.codec.binary.Base64;
org.apache.gpid.jms.JmsConnection;
org.apache.gpid.jms.JmsConnectionListener;
org.apache.qgpid.jms.message.JmsInboundMessageDispatch;
org.slf4j.Logger;

org.slf4j.LoggerFactory;

class AmgpJavaClientDemo {

private final static Logger logger = LoggerFactory.

getLogger (AmgpJdavaClientDemo.class) ;

public static void main(String[] args) throws Exception {

B P

[/ BEORA, ESIE—E: aMoP B P AR,

String accessKey = "k,

String accessSecret = "*k*kkki;

String consumerGroupId = "*kkkkku;

long timeStamp = System.currentTimeMillis();

/] % 7%, X¥ hmacmd5, hmacshal 1 hmacsha256

String signMethod = "hmacshal";

/] EH EREMHITFFEFARSNE P i 10 — 2K R clientId 34,
// BWEAHE uuID, MAC #bdt. 1P FWE—FRIRE(EN clientld, EFE

String clientId = "**xxx*u,

//UserName 2835 7575, 5N E—F#S. AMQP B FimiE A,
String userName = clientId + "|authMode=aksign"
+ ",signMethod=" + signMethod
+ ",timestamp=" + timeStamp
+ ",authId=" + accessKey
+ ",consumerGroupId=" + consumerGroupId
Ly
//password B A%, BESML—BXH. AMoP B P inEE NI
String signContent = "authId=" + accessKey + "&timestamp="

timeStamp;

X MR E 8

o

String password = doSign(signContent,accessSecret, signMethod) ;

// 2B qpid-jms BIHISE, HEEERE URL,
String connectionUrl = "failover: (amgps://${UID}.iot-amgp.

shanghai.aliyuncs.com:5671?amgp.idleTimeout=80000)"

+ "?failover.maxReconnectAttempts=10&failover.

reconnectDelay=30";

Hashtable<String, String> hashtable = new Hashtable<>();
hashtable.put ("connectionfactory.SBCF", connectionUrl) ;
hashtable.put ("queue.QUEUE", "default");

cn-
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hashtable.put (Context.INITIAL CONTEXT FACTORY, "org.apache.gpid.jms.
jndi.JmsInitialContextFactory") ;

Context context = new InitialContext (hashtable);

ConnectionFactory cf = (ConnectionFactory)context.lookup ("SBCF") ;

Destination queue = (Destination)context.lookup ("QUEUE") ;

// Create Connection

Connection connection = cf.createConnection (userName, password) ;

((JmsConnection) connection) .
addConnectionListener (mydJmsConnectionListener) ;

// Create Session

// Session.CLIENT ACKNOWLEDGE: WZIEEGE, BEFNAH nessage.
acknowledge ()

// Session.AUTO ACKNOWLEDGE: SDK B ACK (%)

Session session = connection.createSession(false, Session.AUTO
ACKNOWLEDGE) ;

connection.start () ;

// Create Receiver Link

MessageConsumer consumer = session.createConsumer (queue) ;

consumer.setMessagelListener (messagelistener) ;

private static MessageListener messagelistener = new MessageListener() {
@Override
public void onMessage (Message message) {
try {
byte[] body = message.getBody (bytel[].class);
String content = new String (body) ;
String topic = message.getStringProperty ("topic") ;
String messageld = message.getStringProperty ("messageld") ;
logger.info("receive message"

+ ", topic = " + topic
+ ", messageId = " + messageld
+ ", content = " + content);

System.out.println("topic:" + topic);
System.out.println("payload:" + content);
System.out.println(" ");
// tEE session HEFHIZ Session. CLIENT ACKNOWLEDGE, XEEZEF
5] ACK,
message.acknowledge () ;
// MRENE KB SHBFENOLE, BRSLE, BHERIEFAEFENZE,
} catch (Exception e) {
e.printStackTrace() ;

5

private static JmsConnectionListener myJdmsConnectionListener = new
JmsConnectionListener () {

/**
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* TR,
s/
@Ooverride
public void onConnectionEstablished(URI remoteURI) {
logger.info ("onConnectionEstablished, remoteUri:{}“, remoteURI) ;

/**

* ZRUBRAERXRRZE, REEELB,
w5/

@Override

public void onConnectionFailure (Throwable error) {
logger.error ("onConnectionFailure, {}", error.getMessage()) ;

/**
* EERETPHT,
=/
@Override
public void onConnectionInterrupted(URI remoteURI) {
logger.info ("onConnectionInterrupted, remoteUri:{}", remoteURI) ;

/**
* EREGHEXAMEEL,
s/
@Ooverride
public void onConnectionRestored (URI remoteURI) {
logger.info ("onConnectionRestored, remoteUri:{}“, remoteURI) ;

@Override
public void onInboundMessage (JmsInboundMessageDispatch envelope) {}

@Override
public void onSessionClosed (Session session, Throwable cause) {}

@Override
public void onConsumerClosed (MessageConsumer consumer, Throwable

cause) {}

@Override
public void onProducerClosed (MessageProducer producer, Throwable

cause) {}

5

/**

* password EZITE A, HSN E—EXHE. AMoP B P s,

&
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private static String doSign (String toSignString, String secret, String

signMethod) throws Exception {

SecretKeySpec signingKey = new SecretKeySpec (secret.getBytes(),
signMethod) ;

Mac mac = Mac.getInstance (signMethod) ;

mac.init (signingKey) ;

byte[] rawHmac = mac.doFinal (toSignString.getBytes());

return Base64.encodeBase64String (rawHmac) ;

1
1
3. EmhiE#imlE, EEHEHITEE
« BRESTRITHEIML
LWL R [ PR a0 \imEs 202000721 184254
WEHT I,
EEER puEm O
SRR 0 i HEAE o® Wi ABETE
Frast aak ity
santeng-fest MR 23B2a180 02000621 0220
4. wREL&HFER—FER
ol * B Connect Disconnect

m Subscribe  Scripts  Broker Status Log

#  fall o 2u/MQTTEx_device/user/update ¥ Publish

{"test":"abc")
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5. IRSHEBITIFIER

iz

o IHEAMRF. EOLUERIERSRELILSHIEE .

 HERUREERE. ATHERBRIER, AREBRT, B—RERURES
KX, BEIEFImERE ACKZiBEdER. EaJLURIERR 1D MiE—1HabIE,

o HEINEIR, OJEEFUEIRE cleanSession, &R FEESHINEE .,
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| RS i#iTIEZ MNS

BT AXEEERNFaRFELAVRESS], EHHICH T EeIEmikir
&, HITHERRMRN R, FiEiT MNS HREMRS mIT .

[ERGS

FIEMERRFAEANMIFREFR B LR, BFRARLERE, 26K
i EIRAEMEIE, BEHEREM ERVANHT IR, HEEM LR Topic: /sys/
{productKey}/{deviceName}/thing/event/property/history/post. 7~ 45EHIExRK
FARMELAVRESS), ERNOLAITHEZFRRIRE, HITHERMN R
i, FET MNS HEEMHIRSSIRIT .
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3. REBWEN, 25

import com.alibaba.taro.AliyunIoTSignUtil;
import org.eclipse.paho.client.mgttv3.*;
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import org.eclipse.paho.client.mgttv3.persist.MemoryPersistence;
import java.util.HashMap;
import java.util.Map;

public class IoTDemoPubSubDemo {

public static String productKey = "g028S*****xn,

public static String deviceName = "devicel";

public static String deviceSecret = "aKEHNK1wOUBVGCA1BATgf2eHC*****xxxn,
public static String regionId = "cn-shanghai";

public static String isntanceId = "iot-instc-public-cn-QOpplg*xx****n;

// HEE - BEEM LR topic

private static String pubTopic = "/sys/" + productKey + "/" + deviceName
+ "/thing/event/property/history/post";

private static MgttClient mgttClient;

public static void main(String [] args) {

initAliyunIoTClient () ;
postDeviceProperties() ;

/**
* 1341k Client W%
w5/
private static void initAliyunIoTClient () {
try {
/] MEEERENSY
String clientId = "java" + System.currentTimeMillis();

Map<String, String> params = new HashMap<>(16) ;

params.put ("productKey", productKey) ;

params.put ("deviceName", deviceName) ;

params.put ("clientId", clientId);

String timestamp = String.valueOf (System.currentTimeMillis());

params.put ("timestamp", timestamp) ;

// MQTT REEN AMAiHT S (Endpoint )

String targetServer = "tcp://" + isntanceId + ".iot-as-
mgtt."+regionId+".iothub.aliyuncs.com:1883";

String mgttclientId = clientId +
" | securemode=3, signmethod=hmacshal, timestamp=" + timestamp + “|“;
String mgttUsername = deviceName + "&" + productKey;
String mgttPassword = AliyunIoTSignUtil.sign(params,
deviceSecret, "hmacshal");

connectMgtt (targetServer, mgttclientId, mgttUsername,
mgttPassword) ;
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} catch (Exception e) {
System.out.println("initAliyunIoTClient error " +
e.getMessage () ) ;

}

public static void connectMgtt (String url, String clientId, String
mgttUsername, String mgttPassword) throws Exception {

MemoryPersistence persistence = new MemoryPersistence() ;
mgttClient = new MgttClient (url, clientId, persistence);
MgttConnectOptions connOpts = new MgttConnectOptions() ;
// MQTT 3.1.1
connOpts.setMgttVersion(4) ;
connOpts.setAutomaticReconnect (false) ;

// connOpts.setCleanSession (true) ;
connOpts.setCleanSession (false) ;

connOpts.setUserName (mgttUsername) ;
connOpts.setPassword (mgttPassword. toCharArray()) ;
connOpts.setKeepAliveInterval (60) ;

mgttClient.connect (connOpts) ;

/**
* SLIREM
*/

private static void postDeviceProperties() {

try {
// EREHE
/] R PER - B LI payload
System.out.println(" B LRBMHEE ") ;
String payloaddson = "{ \"id\": 123, \"version\": \"1.0\",
\"method\": \"thing.event.property.history.post\", \"params\": [ {
\"identity\": { \"productKey\": \"g028S******\" \"deviceName\": \"devicel\"
}, \'"properties\": [ { \"AreaId\": { \"value\": \"history data test 4\",
\"time\": 1578198990000 } } 1 } 1 }";
MgttMessage message = new MgttMessage (payloadJson.
getBytes ("utf-8"));
message.setQos (1) ;
mgttClient.publish (pubTopic, message) ;
} catch (Exception e) {
System.out.println(e.getMessage()) ;
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paylLoad &=z %,
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6. A MNS Python SDK 3B MNS 1JEZ] Queue HFRTEE

6.1 %% SDK

6.2 Code Sample

#init my account, my queue

from mns.account import Account
import sys

import json

import base64

endpoint = "http://18482178******** mns.cn-shanghai.aliyuncs.com/"
accid = "LTATOZZg*****xxn
acckey = "v7CjUJICMk7]9aKAUMAQL]y* * % %% xn

token = ""
my account = Account (endpoint, accid, acckey, token)
queue name = "aliyun-iot-g028S****x*u

my queue = my account.get queue (queue name)

# TEI BN BRE S A FIBASI =
#receive message 15K/ long polling A=, Bid wait seconds fEEKHEE[EA 3 F

## long polling i :

## SFIPEEEN, ERIANEE

#H %’IW@'J':F'/XE HER, K7 MNs EE“%%%T%B%’HEF EXHEE, BESEAY, ERkEIAIR
BUES, 3 MG, BRKERENIIEEER;
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wait seconds = 3
print ("$sReceive And Delete Message From Queue%s\nQueueName:$3%s\
nWaitSeconds:%s\n" % (10*"=", 10*"=", queue name, wait seconds))
while True:
# EEUR B
try:
recv_msg = my queue.receive message (wait seconds)
print ("Receive Message Succeed! ReceiptHandle:%s MessageBody:$s
MessageID:%s" % (recv msg.receipt handle, recv msg.message body, recv msg.
message_id))
print ("Message Body: ", base64.b64decode (json.loads (recv_msg.message
body) [ ‘payload’])) # #%% mns # messagebody Zid 7T base64 b, FMEMLEEHNAR
FZMl base64 R
except Exception as e:
#except MNSServerException as e:
if e.type == u"QueueNotExist":
print ("Queue not exist, please create queue before receive
message.")
sys.exit (0)
elif e.type == u"MessageNotExist":
print ("Queue is empty!")
sys.exit (0)
print ("Receive Message Fail! Exception:%s\n" % e)
continue

# MEE S
try:
my queue.delete message (recv_msg.receipt handle)
print ("Delete Message Succeed! ReceiptHandle:%s" % recv_msg.receipt
handle)
except Exception as e:
print ("Delete Message Fail! Exception:%s\n" % e)
print ("Delete Message Fail! Exception:%s\n" % e)

6.3 Test Result

Receive Message Succeed! ReceiptHandle:8-2zuDHj20LzZz8zcFz0z6YEzcSFaxyIKefwW
MessageBody: { "payload" : "eyJkZXZpY2VUeXB1Ij0iQ3VzdGItQ2F0ZWdvenkiLCIpb3RIZCI6IL
Y1WGJIXek1luYOEYyOW4 1aWNib3RYZzAyODAWIiwicmVxdWVzdElkIjoiMTIzIiwicHIvZHVjdEt1leSI6I
mcwMihTR104R1JIDIiwiZ210Q3J1YXR1IjoxNTc4M]kxNzI 0N Y4LCTKZXZpY2VOYW11I01ZGV2aWN1
MSIsIml0ZW1zIjp7IkFyZWFJZCI6eyJ0aWllIjoxNTc4MTk4O0TkwMDAWLCI2YWx1ZSI6Imhpc3Rvenk
gZGFOYSBOZXNQ********x ! "messagetype":"thing history", "topic":"/g028S******/dev
icel/thing/event/property/history/post", "messageid":1214069604465248256, "timest
amp":1578291724} MessageID:5F8092E53A67656C7F811CD50E19A150Message Body: b’ {"
deviceType": "CustomCategory", "iotId": "V5XbWzIncA29n5icho****x**xxn nrequestId":
"123", "productKey":"g028S***xx** 1 ngmtCreate":1578291724668, "deviceName": "dev
icel","items":{"AreaId":{"time":1578198990000, "value": "history data test 4"}}}’
DEBUG: v7CjUJCMk77j9aKduMAQLjyCmb8cmCm hAbKzezvR1geVXC18CzChL40ZZk= DELETE
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https://help.aliyun.com/document_detail/68948.html?spm=a2c4e.11153940.0.0.50666a54kkDYBk
https://help.aliyun.com/document_detail/32295.html?spm=a2c4e.11153940.0.0.50666a54kkDYBk

RSWwITIAM 4 £HERE < 69

| sRssimiTiang 4 SHERE

73R

tiRid
RSmTUERIT R m N AEEENER: RELKER. RERNEZKE
MARIFIRE LR, REEDEAPEE. REBIRFLE. KBRS KT

=, MENFESRE R TMERENEITFHEENERE R ERIIRS K.

pE =t
o HEIEEN

BE
1 alle B 4525

AMOP l

o XITEMHTTP2 1T, BINRREFZE AMQP 1715

BE

HIEd1E

« EEEHaENSHEE

1. HENFRITIFEZER (AMQP 22 MNS)

« SIRZ AMQP 1T, WMEIXANFmIEEANEZEE (HIin. NRREETHZEE
A, BRIRSiHmAIEERNEEZEE B IIBEA ID, BATRHAZIBER ).



70 > RSHITHEN 4 SHERE

RARTIH X

* i

T AT

MR

ERF 1 TiEHE

o MNS iTEIRNSRIBZBEMS, B mINAIATISEIESEIEE .

SRS e b FON0A0 14:38:10 CUE T
FABE alyun-ial:ebimmss g
=0 MKS 201908 T 203647 LU L
MNSITAlE B EIRILR, TARIE 5 sivun-iot-piodoctisy
=l AMne P0190ETE 10T LU 1

2. DGHIHEEESEE

o MRIADETREIERWEN, BRSHERTHAE " RELRBEE" T,

* R R RE

BELRES eiz e bl
[] BEERERET WIREIR R SR
B RARTT R




PRSI 4 £HEREE < 71

—. B8 HIRRIEIEST

o REBUBRBERSHITEE LR, BREERSHITHFIER. LWHE—
TEHEeEMEE, HAMRE LROEXATS, REVREBRTEELES.
NRPRBUETRIL, IZFHBRASEERRS WA .

WEER, eEFEaS
nnnnnnnn G o & a ?
W Q L 11
uy L1
AnE G 30AATEI ST
u RHEAN
LEEETET EITTERe g o ey
0EE1
s T devica o
1907:34 823
T Tl et LU ETE

=. BREEFEABR TSI ERImHTITIA
e MR—IN_HKREBELIR, BENE—TFENERNTZNEFin.
< =iF =

Y wn

AE | ARENs W R

—— j ==
RS F 1 a ARmyiE oW BGN®

TS

ANZERTFRTETESW

M. BZXTH, RHENER

R EAHEELIEEM R, BREUTER:

2. HER messagelD.



12 > RSWHITHN 4 SHSRE

3. MRBRELTEAER, BHRE L TANASEE (HHEAETEMNR
17790

4. MNSTEERR E2MN5 I ZNEERYE, RHETHEESITE (Transmit
to MNS - ) BEHIEXAS.



TN MIBRELAERNGIZE < 73

| 7 M simm st als Rz

BT S ELMEERIXED REINEHILREE, HIREERBONERRD,
RIS IEENRERGSM—RIE, HEFERAEESECISHESE,

tkik

EFRYIER N F L5 | ZERVEURERAETIRE, SREET Topic HITIBEN, &
LIRS [ZERVEIRRSE S, M5 SQL X Topic FAVEIRHITLLE, FEERKRI
WA IEERIEIES R EIE IR Topic SPIEREMRSS . $XIEHD A EBIXER
DRBINBHILERE SR, FIREERLDNMERD, AN EEWNERHS
H—1T 218, HEEREESECHISTEESE,

[RIEE]
HiERE HiEE s HiES FeHHE HiRE R HiEEE
RDS
TahleStore Datay + BT
PR ARSI : e ome | —> EERS

| | NS |
| ‘ L oy MRS
DatzHub =2 X > i

System

Rocket | e

TsDB E
senvice | = ST



74

> 7 A HIEREE LGRS ZE

HiRREELo
PIE=YPEXN F a2 #iE R E DataHub 7=

P 2 BRI ¥ 2 B R 2 R BT E )

[IEYENFERE L TEEEEIIMNG | ZREEE RDS 74
FIEZYPEXNF iR FEIEE R EE SR RocketMQ £ &N
Po 2 ZH BRI ¥ 2 $E 4L R 2R B F (% (Table Store) whIS%

P EE ZYPER I F S 2R R 2iE BARSS (MNS) 7=:f

[IE =B F SRR K 2N FI=#iE%E (TSDB) =4l

SE%
SRR
SQL Azt
YRR ERRD



https://yq.aliyun.com/articles/743985
https://yq.aliyun.com/articles/743980
https://yq.aliyun.com/articles/743222
https://yq.aliyun.com/articles/738228
https://yq.aliyun.com/articles/706930
https://yq.aliyun.com/articles/744021
https://yq.aliyun.com/articles/744025
https://help.aliyun.com/document_detail/68677.html?spm=a2c4g.11186623.6.621.190860c7GhcOFC
https://help.aliyun.com/document_detail/30554.html?spm=a2c4g.11186623.6.625.494f60c7ZOG9ns
https://help.aliyun.com/document_detail/42734.html?spm=a2c4g.11186623.6.629.5bbb47c4rOeoSs
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1. @, R\, Topic NEIESELE

HlSticlsk=ava

AED BRIASIF IRERLRE, SEETEE API: CreateTopicRouteTable
KiEVEHERBAKXE,

MR BT LAE#BER OpenAP| SRIRIESEIABRRINGE, AMEMEXINGEERET
SDK BPEJ,


https://yq.aliyun.com/articles/719983?spm=a2c4e.11153940.0.0.7d282b25mv0T5i
https://help.aliyun.com/document_detail/69910.html?spm=a2c4e.11153940.0.0.7d282b25mv0T5i
https://api.aliyun.com/?spm=a2c6h.12873639.0.0.3c371fd4yZVSaR#/?product=Iot&api=CreateTopicRouteTable
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OperAP Eapo BME  EReh

At

MR =SS

rodte ) 7 LB = R of

CueryTopicReverseftouteTable

QueryTopicRousaTakile

CreateTo teTable

MR

DeleteTopichoutsTabie

latInstanceld -ClientException;
ceptions . ServerException;
afile DefaultProfile;
S con.google. gson.dson;

bk Jawa util vy

[ 20—l ca ] s Rt

con_aliyunce. iot.model, v2O168129, *;

s CreataTopichouterasle {

mazniString[] args) {
prefile = DafallrPraflle . gatPrafile( e shangrel”
imnt client = néw DefaultdcsClient(arofile];

2. JAVA SDK Demo

import
import
import
import
import
import
import

com.
com.
com.
com.
com.
com.
com.

aliyuncs.
aliyuncs.
aliyuncs.
aliyuncs.
aliyuncs.
aliyuncs.
.profile.DefaultProfile;

aliyuncs

DefaultAcsClient;

IAcsClient;

exceptions.ClientException;
exceptions.ServerException;
iot.model.v20170420.CreateTopicRouteTableRequest;
iot.model.v20170420.CreateTopicRouteTableResponse;

import
import

public

com.google.gson.Gson;

java.util.*;

class CreateTopicRouteTable {

public static void main(String[] args) {

WLTATOZZG* **** k% x|

DefaultProfile profile = DefaultProfile.getProfile("cn-shanghai",
"v7CJUTCMK 7§ 9aKAUMAQL y* * * %% xx k1)
IAcsClient client = new DefaultAcsClient (profile);

CreateTopicRouteTableRequest request = new

CreateTopicRouteTableRequest () ;

request .setRegionId("cn-shanghai") ;

List<String> dstTopicList = new ArrayList<Strings();
dstTopicList.add("/al20cQ4****/device2/user/RouteData") ;
request .setDstTopics (dstTopiclList) ;

request.setSrcTopic ("/al20cQ4****/devicel /user/RouteData") ;

try {
CreateTopicRouteTableResponse response = client.

getAcsResponse (request) ;

System.out.println(new Gson() .toJson (response)) ;
} catch (ServerException e) {

e.printStackTrace() ;
} catch (ClientException e) {
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System.out.println("ErrCode:" + e.getErrCode());
System.out.println("ErrMsg:" + e.getErrMsg());
System.out.println("RequestId:" + e.getRequestId());

iEE SDK WA ZE R AR SLIrhR A EER S o

3. EWRHEXAR

import com.aliyuncs.DefaultAcsClient;

import com.aliyuncs.IAcsClient;

import com.aliyuncs.exceptions.ClientException;

import com.aliyuncs.exceptions.ServerException;

import com.aliyuncs.iot.model.v20170420.QueryTopicRouteTableRequest;
import com.aliyuncs.iot.model.v20170420.QueryTopicRouteTableResponse;
import com.aliyuncs.profile.DefaultProfile;

import com.google.gson.Gson;

public class QueryTopicRouteTable {

public static void main(String[] args) {
DefaultProfile profile = DefaultProfile.getProfile ("cn-shanghai",
"LTATOZZGY******** 1 — 1y7CiUICMk7] 9aKAUMAQLy* *******1) ;
IAcsClient client = new DefaultAcsClient (profile);

QueryTopicRouteTableRequest request = new
QueryTopicRouteTableRequest () ;

request.setRegionId ("cn-shanghai") ;

request.setTopic ("/al20cQ4****/devicel/user/RouteData") ;

try {

QueryTopicRouteTableResponse response = client.
getAcsResponse (request) ;
System.out.println(new Gson () .toJson (response)) ;

} catch (ServerException e) {
e.printStackTrace() ;

} catch (ClientException e) {
System.out.println("ErrCode:" + e.getErrCode());
System.out.println("ErrMsg:" + e.getErrMsg());
System.out.println("RequestId:" + e.getRequestId());

}
}
}
BITER

{"requestId":"9404FD71-7461-478E-B064-0AEB15C91111", "success" :true, "dstTopi

cs": ["/al20cQa****/device2/user/RouteData"] }
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4. Node JS SDK &gt

5. wEHISHE

device1

// node 5| \B1%

const iot = require( ‘alibabacloud-iot-device-sdk’);

// NEEE. BENERF, INFNEFSIA . /dist HiEK js X

// const iot = require( ‘./dist/alibabacloud-iot-device-sdk.js’);

/] Js BATHML .

// https://github.com/aliyun/alibabacloud-iot-device-sdk/tree/master/dist

H

// alibabacloud-iot-device-sdk.js TF#bit https://unpkg.com/alibabacloud-

iot-device-sdkel.2.4/dist/alibabacloud-iot-device-sdk.js
// alibabacloud-iot-device-sdk.min.js F# Mt https://unpkg.com/
alibabacloud-iot-device-sdk@l.2.4/dist/alibabacloud-iot-device-sdk.min.js

//

const device = iot.device ({
productKey: ‘al20cQa****’
deviceName: ‘devicel’,
deviceSecret: ‘3quKthN7VPuWEEDEn4eKWN******** ’
/] IR NEFIHENEFFIESERENSE
// "protocol": ‘alis://’, "protocol": ‘wxs://’,
}):
device.on( ‘connect’, () => {
console.log( ‘connect successfully!’);
/] BFEHEBEIEEHN Topic, SHMNSIERE LTS IMI—MEEH Topic
device.publish( ‘/al20cQ4****/devicel/user/RouteData’, ‘{"kel":"valuel
test"}’);
device.publish( ‘/al20cQ4****/devicel/user/RouteData’, ‘This is my test
job. )

1) 7

device?2

// node 3INB%

const iot = require( ‘alibabacloud-iot-device-sdk’);

// NEEE. BENERF, INFNEFSIA . /dist HiEK s X

// const iot = require( ‘./dist/alibabacloud-iot-device-sdk.js’);

/] s BRATHMIL .

/ https://github.com/aliyun/alibabacloud-iot-device-sdk/tree/master/dist

o


https://yq.aliyun.com/go/articleRenderRedirect?spm=a2c4e.11153940.0.0.7d282b25mv0T5i&url=https%3A%2F%2Fgithub.com%2Faliyun%2Falibabacloud-iot-device-sdk%3Fspm%3Da2c4e.10696291.0.0.258e19a4jAbQqL
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// alibabacloud-iot-device-sdk.js F#HMIE https://unpkg.com/alibabacloud-
iot-device-sdkel.2.4/dist/alibabacloud-iot-device-sdk.js 2k

// alibabacloud-iot-device-sdk.min.js FHHHE https://unpkg.com/
alibabacloud-iot-device-sdk@l.2.4/dist/alibabacloud-iot-device-sdk.min.js

//

const device = iot.device ({
productKey: ‘al20cQ4***x’,
deviceName: ‘device2’,
deviceSecret: ‘X9fzX9u0aIOORNGhPYfYKQ22********’
/] IR NEFNHEINEFFIEERE NS
// "protocol": ‘alis://’, "protocol": ‘wxs://’,
b)) 5
// TRk R

device.subscribe ( ‘ /al20cQ4****/device2/user/RouteData’) ;

device.on( ‘connect’, () => {
console.log( ‘connect successfully!’);
B 5
device.on( ‘message’, (topic, payload) => {

console.log(topic, payload.toString());

22 3 B3l A ®) B 4R Topic
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&9y ERIRfCEREX
5. Node JS &% im SDK 222

npm install alibabacloud-iot-device-sdk --save
6. ®RFBIHISKEB

EE 1
// node 3INB&

const iot = require( ‘alibabacloud-iot-device-sdk’);

// NEE. BENER, XAF/NEFSIA . /dist BEK js XM

// const iot = require( ‘./dist/alibabacloud-iot-device-sdk.js’);

// s BRATE L

// https://github.com/aliyun/alibabacloud-iot-device-sdk/tree/master/dist
5

// alibabacloud-iot-device-sdk.js TF#ibit https://unpkg.com/alibabacloud-
iot-device-sdkel.2.4/dist/alibabacloud-iot-device-sdk.js B

// alibabacloud-iot-device-sdk.min.js F#HHE https://unpkg.com/
alibabacloud-iot-device-sdk@l.2.4/dist/alibabacloud-iot-device-sdk.min.js

/]

const device = iot.device ({
productKey: ‘al20cQéx***’
deviceName: ‘devicel’,
deviceSecret: ‘3yWgKtWxN7VPUWEEDEN4eKWNNEtUv****’
// ZAFRNEFGENEFFNEERENNSH
// "protocol": ‘alis://’, "protocol": ‘wxs://’,
M 5
device.on( ‘connect’, () => {
console.log( ‘connect successfully!’);
// RFEBEEIEEN Topic, ERHNGIER LTS IMI—MERH Topic
device.publish( ‘/al20cQ4****/devicel /user/m2mdata’, ‘{"kel":"valuel
test"}’);

E

wE2
// node 3INEH

const iot = require( ‘alibabacloud-iot-device-sdk’);

// NEE. BENER, XAFNEFSIA . /dist BEFEH js X

// const iot = require( ‘./dist/alibabacloud-iot-device-sdk.js’);

// s BRATEMIL.

// https://github.com/aliyun/alibabacloud-iot-device-sdk/tree/master/dist


https://yq.aliyun.com/go/articleRenderRedirect?spm=a2c4e.11153940.0.0.5a922247LQqYkp&url=https%3A%2F%2Fgithub.com%2Faliyun%2Falibabacloud-iot-device-sdk%3Fspm%3Da2c4g.11186623.2.15.7a14fb74bae8ub
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5
// alibabacloud-iot-device-sdk.js F# Mt https://unpkg.com/alibabacloud-
iot-device-sdkel.2.4/dist/alibabacloud-iot-device-sdk.js 3k

// alibabacloud-iot-device-sdk.min.js F#EHHE https://unpkg.com/
alibabacloud-iot-device-sdk@l.2.4/dist/alibabacloud-iot-device-sdk.min.js
//

const device = iot.device ({
productKey: ‘al20cQ4***x’
deviceName: ‘device2’,
deviceSecret: ‘X9fzX9u0aIOORNGhPYfYKQq22IL7Q%***’
// ZAFRNEFMENEFFNEERENNSH
// "protocol": ‘alis://’, "protocol": ‘wxs://’,
1 5
// BTGB LIS RAER

device.subscribe ( ‘/al20cQ4**** /device2/user/m2mdata’) ;

device.on( ‘connect’, () => {
console.log( ‘connect successfully!’);
M s
device.on( ‘message’, (topic, payload) => {

console.log(topic, payload.toString());

ode test2js P 1 A 693 B E LMW G AR, A2 Ko F]

=805 : BEHE
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https://help.aliyun.com/document_detail/85999.html?spm=a2c4e.11153940.0.0.5a922247LQqYkp
https://help.aliyun.com/document_detail/96618.html?spm=a2c4e.11153940.0.0.5a922247LQqYkp
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https://developer.aliyun.com/article/753229?groupCode=techcollege
https://help.aliyun.com/document_detail/85700.html?spm=a2c4g.11186623.6.731.ceca740dOGMz2j
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2. H% Topic iR

o RFIHBILLLT Topic EIREAHRRALGYIELNF &

/ota/device/inform/${YourProductKey}/${YourDeviceName}

o REFImITFELLT Topic ZUYIERRF & RIEIA I8 A .

/ota/device/upgrade/${YourProductKey}/${YourDeviceName}

o REFIHEISLLT Topic BIREEFHRHE .,

/ota/device/progress/s${YourProductKey}/${YourDeviceName}
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" 223",
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"version™; "1.0",
"module"; "default"
}
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3. RFiuw1J15 Topic: /ota/device/upgrade/${YourProductKey}/${YourDe—
viceName}, BEHIEMIREREBEERRIEKRE, BREWm=ELIZ Topic €
FEA4RYFeEtEIE URL,

‘ " 3 Connect Disconnect
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5. RBEWEIMEARTFE OTA IRSHEEAIEHAI URL ik,

[ ] Bistommet el
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fatafdedce upRradada o Au/MOTTEx devicn - 1 } | Rt o=
lotaldevice apprade/u’ MU MO The_device D | Fotaidevica upgraded s P Au T T device 1
Dums Mmoo (e (58]
Tapies Collector {0) Seam T T
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6. REBY HTTPS tHiRIE URL FEEWY, FTEHEMWIRES, REIHARSIH
HEEFHRIHEZR Topic: /otaldevice/progress/${YourProductKey}/${YourDe—
viceName}, jHEIE0

LY
- Disconnect

m Subscribe  Scripts Broker Status Log

| /ota/device/progress/. L/ uiS74u/MQTTHx device ~

{
"id"; "123",
"marams": {
"step": 100",
"desc"; "F 8 H 100%",
"module"; "default"
}
]
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7. ®RBEWmHREGF KRG, EXEHNEGRASER Topic: /ota/device/
inform/${YourProductKey}/${YourDeviceName}., 8RR _ERAIRAS OTA
RS ERAVRA—HFANFREL, R2KW,

. r
- - ¢ & Connec Disconnect

m Subscribe Scripts Broker Status Log

3 Jota/device/inform/ally 2 HS74u/MQTTx_device L Publish

[
“iel"s "123",
"params"; {
"version"
"module”: "default”
}
}
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| mregiEn 2 MinsER

@7 ERnERENRE, JEFRERRERTINREIZTHRRT, TXTE
FHRENERSH. MESHSFRESS. ANEAMQTT.x ERIREIIRE,

TR EPIT I RAVET .
tikik
EREEAEEE, JEMAERREHPINREETHERT, ELTEEHMR

BMRZSH. MNESHEFRERER . FAXER MQTT.X BERREINIRE, HiTIT
EREMRMIZIRANET. MOTT. X EANYENFE

EANE: miEliE

SEHSHKRITLL

REZRT, FREFTEEMRSIRERR, SRARBENEZSH. NES
#H. XRIEE, BEBRT, SEIEGTHREIRENEERESE. B2, Xk
REMRAAVLEIR TIF, FEBEREFUNSITLTTRER . AN TR LIACRR, Y5
R F R E BN, RELFEEN TNz TR LB EE R EH.

RIS

. CEVENFEFeEHaFBREERERS . IRAFE, ERVEKNFaRIE
e, ERhRsE > ni2kE, AEREFBERS.

« R#FH SDK EFESTFRERERS . (FiFREH C SDK). SEREREIN
SDK #ENX FEATURE_SERVICE_OTA_ENABLED =y, SDK gtz
linkkit_cota_init, FBF#BiiziEE Z (Config Over The Air, COTA),
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AniREREIER, EOREFS.
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1. RBEWH LT R IHIOMAIREEKE EEEH Topic: /sys/${product-
Key}/${deviceName}/thing/config/get_reply.

‘ i Disconnect
Publish m Scripts  Broker Status  Log

sysi Au/MQTTfx_device/thing/config/get ~

lf SYS/wnnis o AU/MQT THx_device/thing/config/get_reply ]

Dump Messages Mute
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MEEETEEEE. BRESE. 5 REUEEL


https://help.aliyun.com/document_detail/89308.html
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m Subscribe  Scripts  Broker Status

Disconnect

» | Ssysfadt WS T4u/MQTTIx_device/thing/config/get

{
"id™ 123,
"wersion"; "1.0",
"params": {
"configScope"; "product”,
"getType": “file"

"method"™ "thing.config.get”
}

4. REmEN DR FRNEEXG T HEERE, BITERRE.

E Dimeornect

Publish Scripts  Broker Status  Log

FRYRAS S AT devica thing/eontiaipet =

T ¥ iy [ 1] " The

0

Do e (D

Topics Collector 0] Scan <+

il

Payluad decodod by Plain Test Decoder

o W EF R EEEERE, TYURERERES.
o PHRARARE, BIXAZmiYiizic &8 .
s FREEERERTIZF R THIMERE. BRl, MUFEERIane MRS



mEREN 2 MiERES < 97

HEXRBCE X

o WRREEREXMHH JSON B, MENFENEERTRBERER, BRE
SVHERAIECE 41T JSON 18TURe, BRERESIREERSE.

s BBENHEAXF 64 KB. RIEEA LARKBLNERIRNEFRIAN. I
64KB BIECE X4 TTiEIRA

o HEBFINZIRE . —/NITRRIFITHRIF—IX .

o =i N ARRIECESG T EIEREIEIN 30 D1, REmH2M T T .

[t



98 > NTPE4#ELE. MEEHRE FRFSHRTE

| NTP Bt : anfEE iR L HokERRRE)

B BTHPRANREREZR, BRELSAEE NTP RS, ST
i LR EBHEE. WEZMERNFaEMAT NTP IitELIN8E, BUIHERS
ImSZImMIITEIE, RIGHRE LRIEHRITE.,
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MERRFEERM NTP RS, MARRAXREBEZEZR, RALEE NTP RS,
i BB FE AT )RR Al .

VI SE A EE NTP YRR, B=IBEAN NTP REE. REWAE NS
T Topic ta=im, payload A EA1XRTE], =in[EIERTE payload #i0 L =ixHI
EWEEfRXNE, REHEIESRE, BESECAESRINE, SH—H4 4
B8, —EitEHRERSRIGAINTEE, NMEEHin - SRIAEHHRETE,

AEE MQTT.ix RIlR B imdtTIRENN, TRENBESE MOTT. I EA
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{EF15ER

« t8X Topic

/ext /ntp/${YourProductKey}/${YourDeviceName}/request
/ext/ntp/${YourProductKey}/${YourDeviceName}/response

o BIEEHEC

{"deviceSendTime":"1571724098000" }


https://developer.aliyun.com/article/753229?groupCode=techcollege
https://developer.aliyun.com/article/753229?groupCode=techcollege
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« REWLEIIRSS iREERNER

{"deviceSendTime":"1592361428000", "serverSend Time":"1592366463548",
"serverRecvTime":"1592366463548" }

Publish Scripts  Broker Status Log
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%R, RRPC: Revert-RPC., RPC (Remote Procedure Call) RBEFH /RS
FRN, ARPARETHREERANY, BIeEiZiEkRS . RRPC NS LASEIHAR
FimB KR BB ERFIHIMARNINEE. AXEEZETFIE Java MQTT Client,
DRERTERSE Topic FIEENX Topic, ERFIE=YIELMF G RRPC BILHL .
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1. iT[H "RRPCiT |7 Topic”

2.1. HERRPCIEM
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‘2.2\ TR “RRPOFHRFEE"
23. EE “RRPCEELGHA"

2.4. BT Topic FIRRPCIE Fid
“ AT i sk A R i 2

5. AREE

1. VBN EREIRBEAF RS RRPC AR, TA—5 RRPC BKEA
IR, HEIRARPENNEIE, Topic AYEEREESEMNR Topic, &
FEBEHE— RRPCEHE D,

2. REWBITTEER, 1RBIEE Topic BN (B ZRI=H T AHIE—H
RRPCIBE ID) BIE—% RRPC LB ES =iIH, =imieBldE Topic FHI
HE D, MZEIM RRPC IEKEEE L, ARLISHLAFIRSSE.

3. MIRFANREATEL, ninREAPRSHREREELER; NRR
FiREEEIIER (8 ¥WW) BE RRPC AR, minaisBFIRSRE
R [ElEBITEIR.

BERIEBENETUSEE LS 5,


https://help.aliyun.com/document_detail/90567.html?spm=a2c4e.11153940.0.0.73721ec8ZbE0Rc
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%t Topic Mlizt

W

#:
RRPC HERBRIERS Topic I &=alF .

« RRPC iB53EE Topic: /sys/${YourProductKey}/${YourDeviceName}/rrpc/
request/${messageld}

« RRPC i jE & Topic: /sys/${YourProductkey}/${YourDeviceName}/rrpc/
response/${messageld}

o« RRPC 1J15 Topic: /sys/${YourProductKey}/${YourDeviceName}/rrpc/

request/+
1. &%i% Code

import com.alibaba.taro.AliyunIoTSignUtil;

import org.eclipse.paho.client.mgttv3.*;

import org.eclipse.paho.client.mgttv3.persist.MemoryPersistence;
import java.util.HashMap;

import java.util.Map;

public class IOTRRPCForSysTopic {

/] BE=ZTHAGR

public static String productKey = "**xxx*xu,
public static String deviceName = "**xxx*u,
public static String deviceSecret = "xkxkkkxxn,
public static String regionId = "cn-shanghai";

// RRPC A% Topic

private static String subTopic = "/sys/" + productKey + "/" + deviceName+
"/rrpc/request/+";

private static MgttClient mgttClient;

public static void main(String [] args) {
initAliyunIoTClient () ;
// RRPC 1]} Topic
try {

mgttClient.subscribe (subTopic) ;
} catch (MgttException e) {
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e.printStackTrace() ;

mgttClient.setCallback (new MgttCallback() {
@Override
public void connectionLost (Throwable cause) {
System.out.println("connectionLost:" + cause.getMessage());

@Override
public void messageArrived (String topic, MgttMessage message)
throws Exception {
System.out.println("message: " + new String(message.
getPayload())) ;

// 184E RRPC 5B A Topic, 1 RRPC RSHE S Topic

String responseTopic = topic.replace("request", "response") ;

MgttMessage messagel = new MgttMessage ("resonse demo".
getBytes ("utf-8"));

mgttClient.publish (responseTopic,messagel) ;

@Override
public void deliveryComplete (IMgttDeliveryToken token) {
// System.out.println ("IMgttDeliveryToken: " + token) ;
}
1)
}
[ *x*
* {Isfk Client
*/
private static void initAliyunIoTClient () {
try {
String clientId = "java" + System.currentTimeMillis() ;

Map<String, String> params = new HashMap<>(16);

params.put ("productKey", productKey) ;

params.put ("deviceName", deviceName) ;

params.put ("clientId", clientId);

String timestamp = String.valueOf (System.currentTimeMillis());
params.put ("timestamp", timestamp) ;

// cn-shanghai
String targetServer = "tcp://" + productKey + ".iot-as-mgtt." +
regionId + ".aliyuncs.com:1883";

String mgttclientId = clientId +
"| securemode=3, signmethod=hmacshal, timestamp=" + timestamp + “|“;
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String mgttUsername = deviceName + "&" + productKey;
String mgttPassword = AliyunIoTSignUtil.sign(params,
deviceSecret, "hmacshal");

connectMgtt (targetServer, mgttclientId, mgttUsername,
mgttPassword) ;

} catch (Exception e) {
System.out.println("initAliyunIoTClient error " +
e.getMessage()) ;

}

public static void connectMgtt (String url, String clientId, String
mgttUsername, String mgttPassword) throws Exception {

MemoryPersistence persistence = new MemoryPersistence() ;
mgttClient = new MgttClient (url, clientId, persistence);
MgttConnectOptions connOpts = new MgttConnectOptions() ;
// MQTT 3.1.1

connOpts.setMgttVersion(4) ;
connOpts.setAutomaticReconnect (false) ;
connOpts.setCleanSession(true) ;

connOpts.setUserName (mgttUsername) ;
connOpts.setPassword (mgttPassword. toCharArray()) ;

connOpts.setKeepAliveInterval (60) ;

mgttClient.connect (connOpts) ;

2. RBIwTFRHBER

e

RO LR

T

5 6 B A T A ) baseid Shy
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3. KRBT EHBER

W

25

RRPC ERBEENX Topic AIEZNINT .

* R
R
* R

1.

import
import
import
import
import

public

//
pu
pu
pu

RPC BB E Topic: /ext/rrpc/${messageld}/${topic}
RPC NiLE A Topic: /ext/rrpe/${messageld}/${topic}
RPC iTi5 Topic: /ext/rrpc/+/${topic}

&% Code

com.alibaba.taro.AliyunIoTSignUtil;
org.eclipse.paho.client.mgttv3.*;
org.eclipse.paho.client.mgttv3.persist.MemoryPersistence;
java.util.HashMap;

java.util.Map;

class IoTRRPCForPersonalTopic {

BE=THEL
blic static String productKey = "**xxx*u,;
blic static String deviceName = "**xxx*u,
blic static String deviceSecret = "*xxxxxxxn.

public static String regionId = "cn-shanghai";

//

RRPC HZEX Topic

private static String personalTopic = "/" + productKey + "/" + deviceName

+ "/us

er/rrpcdemo" ;

private static String subTopic = "/ext/rrpc/+" + personalTopic;
private static MgttClient mgttClient;
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public static void main(String [] args) {
initAliyunIoTClient () ;

try {
mgttClient.subscribe (subTopic) ;

} catch (MgttException e) {
e.printStackTrace() ;

System.out.println(e.getMessage()) ;

mgttClient.setCallback (new MgttCallback () {
@Override
public void connectionLost (Throwable cause)
System.out.println("connectionLost") ;

@Override
public void messageArrived (String topic, MgttMessage message)

throws Exception {

System.out.println("topic: " + topic);
System.out.println("message: " + new String(message.
getPayload())) ;
// REIN Topic K message
MgttMessage msg = new MgttMessage ("demo".getBytes());
mgttClient.publish (topic,msg) ;
}
@Override
public void deliveryComplete (IMgttDeliveryToken token) {
// System.out.println ("IMgttDeliveryToken: " + token) ;
}
b
}
/***
* {afk Client
5
private static void initAliyunIoTClient () {
try {
String clientId = "java" + System.currentTimeMillis();

Map<String, String> params = new HashMap<>(16) ;
params.put ("productKey", productKey) ;
params.put ("deviceName", deviceName) ;
params.put ("clientId", clientId);
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String timestamp = String.valueOf (System.currentTimeMillis());
params.put ("timestamp", timestamp) ;

// cn-shanghai
String targetServer = "tcp://" + productKey + ".iot-as-
mgtt."+regionId+".aliyuncs.com:1883";

/] NZ#T&BEXER Topic B RRPC AAGS TR SR, REWNREHRTT
MQTT CONNECT WAUURERF, £ clientId $I&f0 ext=1 4,

String mgttclientId = clientId +
“|securemode:B,signmethod:hmacshal,timestamp:“ + timestamp + “,ext=1|“;

String mgttUsername = deviceName + "&" + productKey;

String mgttPassword = AliyunIoTSignUtil.sign(params,
deviceSecret, "hmacshal");

connectMgtt (targetServer, mgttclientId, mgttUsername,
mgttPassword) ;

} catch (Exception e) {
System.out.println("initAliyunIoTClient error " +
e.getMessage () ) ;

}

public static void connectMgtt (String url, String clientId, String
mgttUsername, String mgttPassword) throws Exception {

MemoryPersistence persistence = new MemoryPersistence() ;
mgttClient = new MgttClient (url, clientId, persistence);
MgttConnectOptions connOpts = new MgttConnectOptions() ;
// MQTT 3.1.1

connOpts.setMgttVersion (4) ;

connOpts. setAutomaticReconnect (false) ;
connOpts.setCleanSession (true) ;

connOpts.setUserName (mgttUsername) ;
connOpts.setPassword (mgttPassword.toCharArray()) ;

connOpts.setKeepAlivelInterval (60) ;

mgttClient.connect (connOpts) ;

==
T=

Nz=im FARBEMXIER Topic B RRPC EABLEIRE R, RERGATIH
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